MyHuMnaabHOe aBTOHOMHOe JJOIIKO/IbHOe 00pa3oBaTe/ibHOe yupexXAeHue
I'opojckoro okpyra «ropoj pour» CBep//10BCKO# 00/1aCTH
«[lerckuu cag Ne 25»

ITPUKA3
r. Upout

15 aBrycra 2022 1. Ne 5 -0

OO0 yTBep)KAeHNU HHCTPYKIUH 110 3aliTe MePCOHA/IbHBIX AaHHBIX

Bo wucnonnenve ®epepanbHoro 3akoHa Poccuiickonn ®epepayuu ot 27.07.2006 r.
No 149-®3 «O6 uHbopMaIiuy, UHOOPMALIMOHHBIX TEXHOJIOTHSX U O 3alldTe WH(POpMaIumn»,
®epnepanbHoro 3akoHa Nel52-®3 or 27.07.2006r. «O mepcoHanbHBIX [AAHHBIX» U MPOUYMUX
HOPMATHBHBIX [JOKYyMEHTOB TIO 3aiiure WHGOpMAlMM, a TakKKe C Iesiblo  obecrieueHUs
Oe3omacHOCTH TIepcoHaMbHBIX JaHHBIX B MAIOY «/letckuii cag Ne 25»,

[TPUKA3BIBAIO:

1. YTBepauTh M BBeCTH B JelicTBUe VHCTPYKLMIO IMO/b30BaTessi WH(OPMAlMOHHbBIX
cucTeM repcoHanbHbIX JaHHBIX MAJIOY «[etckuii cag Ne 25» (IIpunokeHue 1 K HacTosiiemMy
[Tpukasy).

2. YTBepAuTb U BBeCTU B JielicTBMe VIHCTPYKLIMIO TI0 ApOJIbHOM 3aljuTe WH(OpMaLun
B MAZIOY «[etckuii cag Ne 25» (ITpunoykenue 2 K Hactosiemy [1pukasy).

3. YTBepauThb U BBeCTU B felicTBUe VHCTPYKLMIO MO OpraHU3alid aHTUBUPYCHOMW
3aiuThl uHbopMaiuu B MAZIOY «[etckuii cag Ne 25» ([IpusnokeHue 3 K HaCTOSIIEMY
[Tpuka3zy).

4. YTBepuThb U BBeCTU B felcTBUe VIHCTPYKLMIO 110 OpraHv3alyy pe3epBUpPOBaHUs U
BOCCTaHOBJ/IeHUsI pab0TOCITIOCOOHOCTU TeXHUUYeCKUX CPe/ICTB U MPOrpaMMHOro obecrieueHusi, 6a3
JlAaHHBIX M Cpe/CTB 3aluThl WMH(GOpPMAalLMM B MH(POPMALMOHHBIX CUCTeMaxX IepCOHaTbHBIX
nanHbix MAJIOY «letckuii cag Ne 25» (ITpunoxkenue 4 K HacTosiieMmy [1puka3sy).

5. YTBepauth u BBecTH B JeiicTBHe [Topsgok obpaleHusi CO CbeMHBIMUA MAlllMHHBIMU
HOCUTE/SIMU TepCOHaMbHbIX JaHHbIX B MAJIOY «[etckuii cag Ne 25» (IIpunokeHue 5 K
Hacrosiemy [Ipukasy).

6. TpeboBaHusi HaCTOSIL[ETO TIpHMKa3a /[OBECTH [0 PabOTHHKOB, OCYIECTBJISIOIINX
00paboTKy TepCcOHAbHBIX JIaHHBIX B MH(OPMALIMOHHBIX CHUCTEMAax MePCOHANbHBIX [JAHHBIX B
MAOY «[etckuii cas Ne 25».

7. KouTposb 3a ucrosHeHueM Hacrosiero [Iprkasa ocrasisito 3a COO0H.

3aBepyromumn O.B. CadpoHosa

[NOKYMEHT MOANWUCAH

ONEKTPOHHON NOAMUCHIO




ITpunoxxenue 1
K npukasy MAIOY «[letckuii cag Ne 25»
oT 15.08.2022 Ne 5-10

MHCTPYKIUSA
M0/1b30BaTe/is1 HHPOPMaAIHOHHBIX CHCTEeM MePCOHATbHBIX JaHHBIX
MAJAOY «Jderckuii cag Ne 25»

1. TepmuHbI U onIpefe/IeHUs

1.1. ABTOMaTU3UpOBaHHOe pabouee MecTO — TPOrPaMMHO-TeXHUUECKHN KOMILIeKC,
rpejHa3HaueHHbIH /151 aBTOMAaTH3aL[uM [esiTe/IbHOCTU OMpe/ie/IeHHOT0 BUJa.

1.2. AHTUBHpYCHas 3alluTa — 3aljUuTa UHQOPMALM U KOMIIOHEHTOB MH(OpPMal[OHHON
CHCTeMBI OT BPeJJOHOCHBIX KOMIBIOTEPHBIX MPOrpaMM (BUPYCOB) (0OHapY>KeHHe BpeJOHOCHBIX
KOMITbIOTEPHBIX IPOrpamMm (BUPYCOB), 6/IOKMpOBaHKe, N30/IMPOBaHNe «3apaXKeHHbIX» 00BeKTOB,
yZa/eHre BPeJJOHOCHBIX KOMIBIOTEPHBIX MTPOTPaMM (BUPYCOB) U3 «3apaXeHHBIX» 00BHEKTOB).

1.3. ndopmarioHHasi ccTeMa NepCoHaIbHbIX JaHHBIX — COBOKYITHOCTb COZlep Kall{XCst
B 0asax JIaHHBIX MePCOHABHBIX JAHHBIX U 00ecreurBarox ux 06paboTky MHGOPMaIIMOHHBIX
TeXHOJIOTUI U TEXHUUeCKHX CPeJCTB.

1.4. ObpaboTKa TmepcoHa/JbHBIX [JaHHbIX — Jr00oe felicTBue (omepanys) WM
COBOKYIHOCTh  JIeCTBUM  (Omepanuii), COBepllaeMbIX C  HCIOJb30BaHUEM  CpeJCTB
aBTOMaTU3alMU WK 0e3 UCI0/Ib30BaHUsI TaKUX CPEJICTB C TMepCOHaTbHBIMU JIaHHBIMU, BK/TFOUAst
cbop, 3anuch, CUCTeMaTH3al|I0, HAaKOTIJIeHHe, XpaHeHHe, yTouHeHUe (0OHOB/IeHHe, N3MeHeHHe),
V3B/leYeHWe, MCIO/Ib30BaHWe, Tiepefady (pacrnpocTpaHeHue, TIpe/oCTaB/ieHue, JOCTYI),
o0e3nnuriBaHue, O;IOKMPOBaHMe, yAarieHue, YHUUTO)KeHHe MepCOHaIbHBIX JaHHbIX.

1.5. KondugenuyanbHocTh MHGOpMaMu — o00si3aTesibHOe [I7isi BBITIOJTHEHHUSI JIULIOM,
MOYYMBIIMM JOCTYIT K OIpeZie/ieHHOW WH(opMaruy, TpeboBaHHe He TiepefaBaTh TaKYO
MH(OPMaLIMIO TPeTHUM JHLiaM 6e3 cormacusi ee 0b/ajaTeris.

1.6. [lepcoHaneHble fAaHHBle — mobas WHGOpPMALUS, OTHOCAIIASACS K TIPSIMO WM
KOCBEHHO OTIpeZieJIeHHOMY WK OrpejiesisieMoMy (U3nueckomy ULy (CyOBeKTy TepCcoHambHbIX
JlaHHBIX).

1.7. Tlonb3oBarenb MHGOPMAIIMOHHOW CHUCTEMbI TIepCOHANbHBIX JAHHBIX — pPabOTHUK,
OCYIIECTB/ISIONIMK  00pabOTKY TMepCOHa/NbHBIX JIaHHBIX B WHGOPMAIIMOHHOM  CHUCTEMe
MepCOHA/IbHBIX JJaHHBIX.

1.8. CpencTBo  aHTMBMPYCHOW 3alliUThl — IIPOIPaMMHOe CpPeJCTBO, peayv3yroliee
(byHKUMM 0OHapy)KeHHsI KOMITBIOTE@PHBIX TMporpamm b0 MHON KOMIbIOTepHOW WHGOpMAaIH,
TpeZiHa3HaueHHBIX /TSI HECAHKI[MOHMPOBAHHOTO YHUUTOXKeHHs1, OJIOKMpOBaHUs, MoAU(UKarIvy,
KOIMPOBaHUSl KOMIMBIOTEPHOM WH(OpPMAaLMM WM  HeWTpaausaluu  Cpe/iCTB  3allUThbl
MH(OPMAIVH, a TAKKe pearpoBaHust Ha 0O0Hapy KeHHe STUX MMPOrpaMM 1 UH(OpMaIvu.

1.9. CpeactBo 3ammrthl uHGOpMalMM — TIporpaMMHoe obecrieueHue, TPOTPaMMHO-
armrapatHoe — obecrieueHue, — armapaTHOe — oDecriedeHWe,  BeIIeCTBO WM MaTepual,
rpe/jHa3HaueHHOEe WJIA HUCII0/Ib3yeMoe /1S 3allMThl MH(OpMaLUU.

2. OOmue mo/0KeHus

2.1. Hacrosas MHCTpyKLusl moJib30BaTenss UHQOPMALMOHHBIX CUCTEM IepPCOHAIbHBIX
nmaHabix MAJIOY «/letckuii cag Ne 25» (nanee — IHCTpyKIusi) onipefiesisieT 00s13aHHOCTH, TpaBa
Y OTBETCTBEHHOCTh pabOTHUKOB mpu paboTe B MH(OPMAI[MOHHBIX CHUCTEMax IepCOHAIbHbBIX
JaHHbIX (nanee — UCITAH).

2.2. TpeboBaHusi HacTosimleid WHCTpYKIMM SIBASIOTCS  00si3aTeNbHBIMU [T BCEX
PabOTHUKOB, OCYITIECTB/ISIONNX 00pabOTKY U 3allUTy MepCoHaNbHBIX JaHHbIX (fanee — [1/JH) B
NCIIH — nonb3oBateneit UCITJH (manee — ITonb30Batenu).

2.3. K 3ammmjaemoii uHdopmaiuu, obpabateiBaemoit B UCITJun MAZIOY «/leTckuit caz
No 25» (manee — Yupexzaenue), otHocsitest [1[1H, cy>keOHas (TexHo/IoTHUecKasi) WHGOpMaIs
CUCTeMBbI 3alUThI U Apyrasi UHGopMaLsi OrpaHUYeHHOT0 JOCTYIIa.
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2.4. Bce mnonb3oBaren WCII[H YupekaeHusi [O/DKHBI OBITh O03HAKOMJIEHBI C
TpeGoBaHUsIMU HacTosAIeld VIHCTPYKLIUY TI0/, TOATIHCE.

2.5. Hacrosmas WVHCTPYKUUsi (BASIETCS [OMOJHEHWEM K [IeWCTBYIOLIUM JIOKA/JIbHBIM
HOPMATHBHBIM akTaM (BHYTPEHHUM [OKyMeHTaM) IO BompocaMm obecriedeHusi 6e30macHOCTU
CBe/leHUil KOH(UJEHLMa/bHOIO XapakTepa, B ToM uucie u IIJJH, W He UCKIOUaeT
00s13aTe/IbHOTO BBITIO/THEHUST UX TpebOoBaHUM.

3. [lomnyck mosib3oBareseil K HH(OpPMaLOHHBIM CHCTeMaM NepCOHA/IBHBIX AAHHBIX

3.1. [Homyck nosib3oBaresei K pabore ¢ I1/Ja B ICII/IH ocyiiecTB/AsS€TCS B COOTBETCTBUM
¢ «Ilepeunem pgomkHocTel pabotHukoB MAJIOY «[lerckuii cam Ne 25», OOMyIeHHBIX K
06paboTKe TIepCOHa/TbHBIX JaHHBIX».

3.2. K camocrosTenpHON paboTe Ha aBTOMATH3UPOBaHHBIX paboumx MecTax (zanee —
APM), Bxogsmmx B coctaB VCII/H, AorycKaroTcsl uija, U3yUuBIIMe TpeOOBaHUS HACTOSIIeH
VIHCTPYKLIMK Y JIOKA/IbHBIX HOPMATHBHBIX aKTOB 10 3all{uTe MH(OPMaL{H1, OCBOUBLIME TIpaBUa
sKcrtyaTaiuu APM U TeXHUYeCKUX CpeJiCTB 3allUThl.

3.3. [domyckK mNOpOW3BOAUTCS TOC/Te TPOBEPKM 3HaHUs Hacrosijerd WHCTpyKuuu u
MpPaKTUYeCKUX HaBLIKOB B pabore.

4. O053aHHOCTH MO/IH30BaTe/IA

4.1. Kaxpgpii Ilonb3oBaTesnb MMeIOL[WMN  [OCTYNl K  anfapaTHbIM  CpeJCTBaM,
nporpaMMHOMY obecriedenuro ¥ ganHeiM VICIT/IH, HeceT mepcoHa/lbHYIO OTBETCTBEHHOCTDH 3a
CBOU ZlelicTBUS U 00s13aH:

4.1.1. Crporo cobmofaTh yCTaHOBIEeHHble TpaBuaa obecriedeHus Oe3omacHOCTH
uH(opMaLyK rpu paboTe ¢ MPOrpaMMHBIMU U TeXHUUYeCKUMU cpefictBamu VICTI/IH.

4.1.2. 3HaTh ¥ CTPOTO BBINIOJHATH TIIpaBWAa pabOTbI €O CpeCTBaMH  3aIUTHI
vH(opMaluu, ycraHoBieHHbiMUA B UCIT[IH.

4.1.3. BbimosmHsaTh TpeOOBaHMSI TIO0 AHTHBUPYCHOM 3alljUTe B YaCTH, KacCarolencs
netictBuii [Tosib3oBareieid.

4.1.4. HemenjieHHO CTaBUTh B W3BEeCTHOCTh OTBETCTBEHHOTO 3a obecrieueHue
6e3oracHoctu [111 B UCITH vmu agmuuuctparopa UCIIIH:

—  TIpy NIOZ03peHUH KOMITPOMeTaL|uu JINYHOTO Naposis;

—  HeCaHKLMOHHMPOBAHHBIX (ITPOM3Be/eHHbIX C HapyLlIeHUeM YCTaHOBJ/IEHHOTO MOpPsiZKa)
M3MeHeHUI B KOH(QUTrypaliy NporpaMMHBIX WK annapaTtHbix cpefcts UCI1/IH;

— OTK/JIOHeHW{ B HOpPMalbHOM paboTe CHUCTEMHBIX W TPUKIAZHBIX TPOrPaMMHBIX
Cpe/CTB, 3aTPYyAHSOIIMX KcrtyaTaluio UCIITH;

—  HEKOppeKTHOro ()yHKLIMOHHPOBaHUS YCTaHOB/IEHHBIX CPEJCTB 3all{UThl;

— obOHapy)KeHHs HellpelyCMOTPeHHBIX OTBOZIOB Kabesiell U MOJK/FOUeHHbIX YCTPOMCTB;

— obOHapyxeHHUs (DaKTOB, TIOTIBITOK HECAHKIIMOHUPOBAHHOTO JOCTyIa M C/iyuyaeB
HapylleHUsl yCTaHOBJ/IEHHOTO Mopsiika o6paboTtku T1/]H.

4.1.5. DKpaH BHZEOMOHUTOpA B TIOMEI[eHWH pacrioyiaraTb BO BpeMs paboThl TaK, YTOOBI
WCK/TI0Uanach BO3MOXKHOCTb O3HaKOMJIeHMs C oOToOpakaemMoli Ha HuUX uHGpoOpMalueit
TTOCTOPOHHVMM JIULIAMHU.

4.2. Tlonb3oBarensm VCIIJH 3anpelaeTcs:

— ortkmouaTh (O7I0KMpOBaTh) CpefCTBa 3alUThl WHGOPMALMH, IPeJyCMOTPEHHbIe
OpraHu3alMOHHO-pacopAAUTeIbHbIMA JoKyMeHTaMy Ha ICIT/IH;

— TIPOM3BOJUTH Kakue-mMbo W3MeHeHWs B S/eKTPUUEeCKUX CXeMaxX, MOHTake U
pasMelLleHUH TeEXHUYeCKHUX CPeJCTB;

— CaMoOCTOATeNbHO  YCTaHaBAMBaTb, TUPAXWpOBaTb, WIM  MOAU(UIIMPOBATH
IporpaMMHOe obecrieuenue, V3MeHATh yCTaHOBJIEHHBIN aJIrOpUTM
(YHKI[MOHUPOBaHUS TEXHUYECKUX U MIPOrPaMMHBIX CPe/ICTB;

— o6bpabareBate B VCII[lH wHpOpPMalMi0O U BHINOJHATL Apyrve paboThl, He
rpefycCMOTpeHHbIe TiepeuHeM npas [lonb3oBaTens o gocrymny K UCITIH;

— coobujaTh (WM TiepefaBaTh) MOCTOPOHHUM JIML[aM JIMUHbIe aTPUOYTHI U Taposu
Jocryna K pecypcam UCIT/IH;
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— paborars B ICIT/IH nipu 06HapyKeHHUH KaKUX-TM00 HeHCIpaBHOCTeH;

—  OCTaBJISATh BK/IIOUeHHBIM Oe3 mpucmoTpa APM, He akTMBU3MPOBAB CPe/ICTBA 3aIUTHI
OT HeCaHKLMOHUPOBAHHOIO OCTYIIA;

—  YMBIIIJIEHHO HCII0/Ib30BaTh HeJOKYMEHTUDOBAaHHbIe CBOWCTBA M OIIMOKK B
MPOrPaMMHOM 00ecCIieueHNH WM B HACTPOWKAX CPe/CTB 3allUThbl, KOTOPble MOTYT
TIPUBECTU K 03HAKOMJIEHUIO C 3alliyiljaeMor MH(pOopMal1ei IOCTOPOHHUX JIULI;

— TIPOU3BOJAWTH TepeMellleHus] TeXHWUecKux cpeactB APM 6e3 corsacoBaHusi C
OTBETCTBEHHBIM 3a obecrieuenue Ge3onacHoctu 111 B UCII[IH;

—  BCKpbIBaTh KOpIyca TeXHUUeCKuX cpefcTB APM U BHOCUTb W3MeHEeHHUs B CXeMy U
KOHCTPYKL[MIO YCTPOWCTB.

5. Opraausanus padoTsl CO CbeMHBIMH MAIIMHHBIMU HOCHTE/ISIMH HH()OpMauu

5.1. Opranusanus paboTbl CO CheMHbIMUA MAalllMHHBIMKA HOCUTEJISIMU MH(pOpMaLnu (fanee
— CMHMUN), copgepxamue I1[I1H u wuHyo uHbOpMalyi0 KOHGWEHIIMATLHOTO XapakTepa,
OCYIL[eCTB/ISIETCSI B COOTBeTCTBUM C «[lopsiikoM oOpailjeHusi €O ChbeMHBbIMH MallIMHHBIMUA
HocuTenssMu uH@opmarun B MAZIOY «Jletckuii cag Ne 25».

5.2. Tlonb3oBaTenu 00si3aHbl 3HaTh U COOJIIOJATh YCTaHOBJ/IEHHbIE TPeOOBaHUs TI0 yUeTy
u xpa"Henutro CMHU.

5.3. CMHMU pomxkHBI OBITH 3aperuCTPHUPOBaHLI B «KypHasie yueTa CheMHbBIX MalllMHHbBIX
HocuTesell UH(pOpMaLumn».

5.4. CMHMU 3akperuisgeTcsi 3a omnpefeseHHbIM JIULOM, HeCYLMM OTBETCTBEHHOCTb 3a
COXPaHHOCTb ¥ MeCTOHaxoxJeHue nanHoro CMHU.

5.5. Tlpu HeobxogumocTy mepefaurd uHbopMaiuu Ha CMHU, nuilo oTBeTCTBEHHOE 3a
XpaHeHHe YBeJIOMJIsieT OTBETCTBeHHOro 3a obecrieueHue OesoracHoctu [1In B MCIIOH o
HeoOxoquMoOCTH Tiepeaur WHGopMaluu ¢ momormibio CMHMU, gocraBasier CMHU 1o mecty
Ha3HayeHus, rnepejiaeT MHGOPMaLMIO C HEro ¥ Bo3BpalllaeT ero Ha MeCTO XpaHeHHsl.

5.6. Xpanenne CMHMN ocyiecTsisieTcs:

—  J714 drel-KapT, CMapT-KapT, KOMITaKT AWCKOB U Jp.) B 3allUIL{eHHbIX ceiidax;

- pna CMHUN, Bxopsmux B coctaB MCIIIH, mpou3BOAUTCA oIevyaTbiBaHUe KOpITyca
APM.

5.7. Tlonb30BartessMm 3amperaeTcs:

—  3anuchiBaTh U XpaHUTh [1/1H ¥ MHYIO MHPOPMaLKIO0 KOH(UAEHL[Ma/IbHOTO XapaKTepa
Ha HeyuTeHHbIX CMHU;

— ocraeaste CMHU 6e3 npucMoTpa, TepefiaBaTth UX JPYTHMM JIMIIAM M BBHIHOCUTDH 3a
npejiesibl KOHTPOJIMPYEMOW 30HBI, 3a MCK/IFOUEHUEM C/1y4aeB, B KOTOPbIX pa3pelleHa
nepegaua CMHU;

— xpauuTb CMHU BO/M3M CU/IBHBIX MCTOUHUKOB 3/IEKTPOMAarHUTHBIX WU3/TydyeHUd U
TIPSIMBIX COJTHEUHBIX JTy4el;

— XxpaHuTb Ha yuTeHHbIXx CMHU nporpaMmbl U JaHHBIe, He OTHOCSILHeCS K paboueid
vH(OopMaluu.

6. OpraHusanus NapoJbHOM 3alUTHI

6.1. OpraHu3anys napojbHOW 3aljUThbl TIPOM3BOAUTCA B COOTBETCTBUU C «VHCTpyKLMeln
T0 naposibHOM 3aumTe uHGopmaruu B MAZIOY «letckuii cag Ne 25».

6.2. Jlula, UCTIOb3YIOIIHe TIapoJiv, 00sI3aHbI:

—  XpaHWTH B TaliHe CBOU 1apoJib

— YeTKO 3HaTh W CTPOTO BBHITNOMHATH TpeboBaHUs HacTosimed WHCTpyKIMK U Jpyrux
PYKOBOJSAIMX JOKYMEHTOB;

—  CBOeBpeMeHHO co00IIaTh OTBeTCTBEHHOMY 3a obecrieueHue 6e3omacHoctd I1/JH B
WCIIH 060 Bcex HeIUTaTHbIX CUTYaL[UsiX, HAPYIIEeHUsIX paboThbl CUCTEM 3alllUThl OT
HEeCAHKI[MOHMPOBAHHOTO JJOCTYTIA, BO3HUKAIOIIMX TIPU paboTe C apossiMu.

6.3. Bo Bpems BBOZia TapoJsieii He0OXOAMMO MCK/IFOUUTH BO3MOXKHOCTH €ro MPOCMOTpa
TOCTOPOHHMMH JIMLIaMH1 (UesioBeK 3a CIMHOM, Hab/TF0/IeHre UeI0BeKOM 3a JIBYKEHHEeM TaslbLeB B
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MPSIMOX BUJMMOCTHU WM OTPaXKEHHOM CBeTe) WM TeXHUYeCKHMHU CpeZiCTBaMU (BHeOKaMepsl,
(boToanmapatsl U Ap.)

6.4. [lna npefoTBpalleHus JOCTyIa K NIepCOHA/TBbHBIM JJaHHBIM, I10/Ib30BaTe/lb BO BpeMsi
repepbiBa B paboTe 00si3aH OCYII[eCTBUTh OJIOKMPOBaHWE CUCTeMbl HaKaTHeM KOMOWHALMK
Ctrl+Alt+Delete n kHonku «b1OKMpOBaTh» WK HaKaTueM KoMOMHar Win+L.

6.5. bnokupoBaHMe ceaHca goctyra nosb3oBaTens B UCIIAH ocymecTBaseTcs mocae 15
MUHYT ero 6e3/elicTBYs (HEAKTUBHOCTH).

6.6. B ciyuae yrepu Tmaposis  pabOTHHMK  CTaBUT B  M3BECTHOCTb  CBOEro
HeroCpe/ICTBEHHOTO PYKOBOJWTENS M OTBETCTBEHHOTO 3a obecrieueHue Ge3omacHoctu [1/]H B
NCTIH a5t IPUHATHS TIOC/IeIYIOIIUX pellleHnH.

6.7. B cnyuae komnpomeTarnuu napoJisi (IpoCMOTp NOCTOPOHHUMM, pasryiallleHue 1apoJis
U Jp.) He0OXOIUMO U3BECTUThH CBOEr0 HerocpeiCTBeHHOTO PYKOBOJUTE/IS U OTBETCTBEHHOIO 3a
obecrieuerne 6e3zomacHocty [1/10 B UCIT/IH A/1s IPUHATHS MOCTAYIOMUX PeIIeHHH.

7. IlpaBusa padoThI B CeTsiX 0011ero JocTymna v (MiM) MeXxX[yHapoAHOro ooMeHa

7.1. Pabora B ceTsix o61mero gocryma u Ha 3neMedTax VICIT/JH, [o/pKHA OCYILeCTBIISTHCS
VCK/TFOUNTE/IEHO B CJTy>KeOHBIX 11eJIsiX.

7.2. Tlpu paboTe B ceTsx 00II[eTO OCTYIIA 3aIpeaeTcs:

—  OCYIIeCTB/ATb pabOTy MPU OTK/TFOUEHHBIX CPeZICTBAX 3all[UThi;

— TepefjaBaTb II0 ceTsiM 0OIIero JocTyma 3aijuilaemyro uHbopMmaimio 6e3
VICTI0/Ib30BaHUsI CPeJCTB MU (POBaHUS;

—  3ampemjaeTcsi CKauMBaTh U3 CeTH VIHTepHeT mporpamMMHoe obecrieueHue W Apyrue
(haiisibl, eC/Ty 3TO He OTIPe/e/IeHO ero JJO/DKHOCTHBIMU 00513aHHOCTSIMU;

—  3ampelaeTcs rocelieHre U UCT0JIb30BaHue ceTU VIHTepHeT B JIMUHBIX Lie/IsX.
8. TIlopsajoK ycTaHOBKH 00HOB/IEHHH IPOrPaMMHOI0 o0ecreyeHust

8.1. YcraHOBKe KpYIHBIX OOHOB/IEHWI TpPOrpaMMHOTO  obOecrieyeHHsi  IO/DKHO
MpeJlecTBOBaTh  TeCTUPOBaHWe WMH(OPMALMOHHOW MHQPACTPYKTypbl HAa  OTCYTCTBHE
HeraTUBHBIX BO3/IeCTBUI OT yCTaHaBIMBaeMbIX OOHOBJIEHHUH.

8.2. B ciyuae oOHapyKeHUst HETaTUBHOTO BO3/I€HCTBUSI YCTaHABIUBAEMOTO OOHOB/IEHHS
Ha IuTaTHoe (YHKIIMOHMpOBaHHEe WH(OPMALIMOHHON HH(PaCTPYKTyphl, JaHHOe 0OHOB/eHHe
yCTaHAB/IMBATLCA He [O/DKHO I10 COIrJIacoBaHUIO € aamuHuctpatopom UCIIIH.

8.3. YcTaHOBKe HOBBIX BepCH MporpaMMHOro obecrieueHUs] UM BHECEHHIO CePbe3HbIX
W3MEHEeHWH W [IOTIOJHEHWH B JIEWCTBYIOIlee TMporpaMMHoe obecrieueHWe — JIOJDKHO
TpeJIIecTBOBaTh  TeCTUpOBaHME WH(OPMALMOHHOW  WH(PACTPyKTypbl Ha  OTCYTCTBHE
HEeraTUBHBIX BO3ZIeHCTBUI YKa3aHHOTO MTPOrPaMMHOT0 obecrieyeHwus!.

8.4. YcTaHOBKa TMpOTeCTUPOBAHHBIX OOHOB/IEHWM, HOBBIX BepCUl TMPOrPaMMHOIO
obecrieueHWss WM BHeCeHHWe W3MEHeHWH W [IOTIOJIHEHWH B [IeMCTBYIOIlee MPOTrPaMMHOe
obecrieueHrie MOXKeT ObITh MPOM3Be/IEHO TOBKO TI0 COTJIaCOBaHUIO ¢ agMuHucTparopom VCIIAH
Y OTBETCTBEHHBIM 3a obecrieuenre 6e3onacHoctu [1/J1 B UCTT/IH.

9. TexHonorusi 00padoTKM MepPCOHATBHBIX JJAHHBIX

9.1. Tlpu nepBuuHoM pmomycke K pabore B WCII[H Ilosib30BaTent 3HAKOMHUTCS C
TpeOOBaHUSAMH PYKOBOZSAILNX, HOPMaTHUBHO-MeTOIUYEeCKUX u OpraHHU3alMOHHO-
pacropsiiuTenbHbIX JOKYMEHTOB TI0 BOTPOCAM aBTOMAaTU3UPOBAHHOW 00paboTKK MH(OpMAaLUH,
r3ydaeT VHCTpPyKLMIO, TO/yyaeT IepPCOHa/NbHBbIA WJeHTU(UKAaTOp WIM JUUHBIA Maposib y
OTBETCTBEHHOTO 3a obecmieuenue 6e3oracHoctu [11H B UCITH.

9.2. B mpouecce pabotsl ITosib30Baress mponsBogut 06paboTky I1/1x B UCIT/IH.

9.3. Tlpu Heobxomumoctu BeIBoA II[IH w3 WCII[H ocCyIecTB/iseTcs CJeAyOIUM
obpa3om:

— konipoBaHueM [1/]H Ha yuteHHbie CMHU;
— mepegaua II/lH 1o KaHalaM CBs3M C  00si3aTe/IbHBIM — TIPUMEHEeHUeM
KpUNTOrpapuuecKou 3amuThbl.
10. Cpok jelcTBUSA U MOPAJOK BHECEHUs] U3MeHeHU
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10.1. Hacrosias VHCTpyKLjus BCTyIaeT B CWIY C MOMEHTA ero YTBep)KJeHHs U IeHCTByeT
6eccpouHo.

10.2. Hacrosiasa MHCTpyKUMS NOJ/IEXXUT epeCMOTPY He pexke OHOr0 pas3a B TPU roja.

10.3. l3mMeHeHMs U [IOTOJHEHUs] B HACTOSILYIO VIHCTPYKL[MIO BHOCSTCS TIPUKa30M
[dupekTopa YupexaeHus.



ITpunoxenue 2
K npukasy MAIOY «[letckuii cag Ne 25»
oT 15.08.2022 Ne 5-10

NHCTPYKIMSA
10 Napo/IbHOM 3amuTe HHGopManuu
B MAJ10Y «Jderckuii cag Ne 25»

1. TepmuHbI U onIpee/IeHUs

1.1. ABToMaTH3UpOBaHHOe paboyee MeCTO — TPOTPAMMHO-TEXHUYECKUH KOMILIEKC,
npe/jHa3HaueHHbIN /1J1 aBTOMATHU3aLUuU [|esiTeIbHOCTU OIpe/le/IeHHOT O BUAA.

1.2. udopmaiiioHHasi ccTeMa TiepCOHa/IbHBIX JaHHBIX — COBOKYITHOCTb COZlep Kall[iXCst
B 0a3ax JlaHHBIX MePCOHABHBIX JAHHBIX U 00ecreurBarox ux 06paboTky HHGOPMaIIMOHHBIX
TEeXHOJIOTUM U TEXHUUECKUX CPe/ICTB.

1.3. ObpaboTKka TmMepcoHa/lbHBIX [JaHHbIX — J0boe felicTBue (omepanus) WM
COBOKYIHOCTh ~ JIeCTBUM  (Omepaluii), COBepllaeMbIX C  HCIOJb30BaHUEM  CpeJCTB
aBTOMaTU3alMK WK 0e3 UCI0/Ib30BaHUsI TaKUX CPEJICTB C MepCOHaJbHBIMU JIaHHBIMH, BK/TFOUAst
cbop, 3anuch, CUCTeMaTH3aL1I0, HAaKOTJIeHe, XpaHeHre, yTouHeHre (0OHOB/eHHe, U3MeHeHHe),
V3B/IeUeHWe, MCIO0Jb30BaHue, Iepefavyy (pacnpocTpaHeHue, IpefloCTaB/leHre, [OCTYM),
obe3nuuBaHue, 6JIOKMpOBaHUe, yjaneHre, YHUUTOXKeHre TlepCOHa/IbHBIX JaHHbIX.

1.4. KondugennmanbHOCTh MHGOpMaru — 00si3aTeslbHOE [I7Isi BBITIOJTHEHUS JTUIIOM,
TOJYYMBILIUM JIOCTYIT K oOrfpejiefieHHOW wuH(popMaliuy, TpeboBaHWe He TiepeiaBaTh TaKyH
MH(OPMAIHIO TPeThUM JiiLaM Oe3 cornacusi ee obajarers.

1.5. TlepcoHanbHble [aHHble — Jtobasi WHOpPMalLYs, OTHOCSLAsICS K TPSIMO WM
KOCBEHHO OTTpeZie/IeHHOMY WJIH OTIpejieiieMOMY (pU3HuecKoMy JILY (CyOBeKTy ImepCcOHambHBIX
JIaHHBIX).

1.6. TTonb3oBarenb MHGOOPMAIIMOHHONW CHUCTEMBI TIEPCOHATBHBIX JAHHBIX — PabOTHUK,
OCYLL[eCTB/ISIIOIIMM  00pabOTKYy TepcoHa/lbHBIX JIaHHBIX B WHGOPMALIMOHHOM CHCTeMe
TepCOHA/IbHBIX JAHHBIX.

1.7. CpeactBo 3ammrthl uHGOpMalMM — TIporpaMMHoe obecrieueHue, TTPOTPaMMHO-
amrapatHoe — obecrieueHue, — armapaTHOe — oDecriedeHWe,  BeIIeCTBO WM MaTepual,
rpe/jHa3HaueHHOe WA HUCII0/Ib3yeMoe JJ1s 3allMThl MH(OpMaLUU.

2. OOmue mo/0KeHus

2.1. Hacrosias MHCTpyKIUs 110 TTapoJibHOM 3aiuTte uHdopMariuu B MAJIOY «ZleTckuii
cam Ne 25» (mamee — WHCTpyKIMSI) yCTaHaB/IWBaeT TpeOOBaHUSI M OTBETCTBEHHOCTH TIPU
OpraHM3ali Tapo/bHOM 3all{UThl UH(QOPMALMM, a TaKXe OrpejesnseT MOpsSAOK KOHTPO/s 3a
JeUCTBUSIMM TIO/b30BaTesiell U 0OC/TY)KMBAIOIIero TepcoHana WH(OPMAIMOHHBIX CHUCTEM
TepCoHabHbIX AaHHBIX (fanee — ICII/IH) ipu paboTe C maposisiMu.

2.2. TpeboBanusi HacTosiel VHCTPYKIMK SIBJISTIOTCSI 00SI3aTeNbHBIMU /IS UCITOJTHEHMUST
BCEMU M0/1b30BaTe/isiMU U aamMuHucTpatopamu UCITAH MAZIOY «/eTckuii cag Ne 25» (ganee —
YupeskzieHre), UCTIOb3YIOIIMMU B CBOel paboTe Cpe/iCTBa BHIUMC/IUTETbHON TEXHUKH.

2.3. Bce mnonb3oBatenu u agmuHuctpatopbl UCIIH YupexaeHusi, UCIOAb3YIOIIME B
cBoeli paboTe CpeACTBa BBIUMC/IUTETHHONW TEXHUKW, [O/DKHBI OBITH O3HAKOMJIEHBI C
TpeGoBaHUsIMU HacTosAIel VIHCTPYKLIUY IO/, TOATIHCE.

2.4. Hacrosas WVHCTPYKUUsI SBASIETCS JOMOJHEHHWEM K [IeWCTBYIOLIUM JIOKa/JIbHBIM
HOPMATHBHBIM akTaM (BHYTPEHHUM [OKyMeHTaM) IO BompocaMm obecrieueHusi 6e30macHOCTU
CBeZleHUM KOH(UeHIMabHOrO XapakTepa, B TOM UMC/e U TepCOHa/bHBIX JJaHHBIX (Janee —
[1/1H), ¥ He UCK/TIOUaeT 00sI3aTe/TbHOTO BBITIOJTHEHHSI X TPeOOBaHUIA.

3. TpebGoBaHus, NpeaAbABAAeMble K HAeHTH(UKATOPaM (KoAaM) U mapoJ/isiM (MOPAJ0K
(¢hopMupoBaHUsA U 00paIieHUsI C HUMH)

3.1. Apropusanusi  nonb3oBatenern  WCII[IH  ocymjectBisieTcsi  MyTeM — BBOJA
yZieHTh(UKaTopa U/1im napoJisl.

3.2. TpeboBaHus K GOPMHPOBAHUIO TIApOJIEl 1 0OpaIT[eHH 0 C HUMHU.
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3.2.1. Tapons ¢opMupyeTcs TMpU CO3[JaHUM YyUYeTHOW 3allCU  OTBETCTBEHHBIM
obecrieuenne 6e3omacHoctu I1In B MUCII[AH wiu agmunuctpatopoM VICII/IH, TIpyu IepBUYHOM
BXOZIe B YUETHYIO 3aIHCh MapoJib JO/DKEH ObITh U3MeHEeH BJla/leJIbLeM.

3.2.2. Brapenblibl IMYHBIX TIapoJieit 06s13aHbI 00eCeurTh UX TalHy.

3.2.3. Tlapomu reHepupyOTCS C y4eTOM CJIeIyIOLX TpeOOBaHMIA:

— TapoJib JOJDKEH 3HaTh TOJILKO ero Brajerell;

—  JI/IMHA TIapoJisi 10JDKHA ObITh He MeHee 8 CIMBOJIOB;

— B mapoJie 00s13aTeNlbHO [JOJDKHBI TIPUCYTCTBOBATh Kak IIUQPBHI, Tak U OYKBBI Ha
BepXHEM U HWKHEM DerucTpax;

— Tapo/ib He [0/DKeH BK/IYaThb CMBICJIOBYHO Harpysky (MMeHa, ¢aMuiuu,
HaMeHOBaHUs OpraHu3alyi, y/aull, TOPOJOB U T.J.), OOILIeNpUHSThIe
cokpaitjenusi (userOl, password02 u T.M.) U MOC/efOBaTe/lbHbIE COUYeTaHUS
KJiaBUIl KiaBuaTyphl (qwertyOl, Uiyken12);

—  MakKCHMMaJ/bHbIM CPOK [IeMCTBUS naposs coctapiser 120 gHel;

—  MUHUMAaJIbHBIM CPOK JIeUCTBUS NapoJIs COCTaBseT 2 HS;

— KO/IMYeCTBO HeYyJAuHbIX TIOMBITOK BXOJAa B CHUCTeMy, IIpUBOJMALIee K
OJIOKMPOBKE YUeTHOM 3aIvcH 10JIb30BaTesisi I0/DKHO ObITh He Gortee 6.

3.2.4. TpeboBaHusi K (OpPMUPOBaHUIO Taposieli 00ecreunBalOTCs TeXHUYeCKUMU
BO3MOJKHOCTSIMM HCII0/Ib3yEeMbIX OIEepPaljMOHHBIX CHCTEM, CPe/CTB 3allUThl MHGOpPMALUK U
VH(OpPMaLMOHHBIX PECYPCOB.

3.2.5. TlonHag muUlaHOBasi CMeHa [apoJjied TMOJb30BaTe/ield [JO/KHA MPOBOAUTHCS
perysisipHO, He peXke OJJHOTO pas3a B noiroja. BHemsaHoBasi cMeHa Tapossi TIPOM3BOJUTCS B
C/lydyae ero KOMITIPOMETAL|H, a TaKXKe 110 1pockOe rosb3oBaresis ICITH.

3.2.6. Xpanenue mosb3oBarenssMu VCIT/[JH 3HaueHWid CBOMX Taposieii Ha OyMa)KHOM
Hocuresie 3ATIPEIIIEHO.

3.2.7. Tlonb3oBaTesb He HMeeT TMpaBa COOOIIUTH JIMUHBIA Iaposb JAPYTUM JIMLAaM
(pa3periaeTcsi TOJILKO C COTJIACOBAHUSI OTBETCTBEHHOTO 3a obecrieueHre 0e30MaCHOCTH WM
agmuHuctpatopa VMICIIJH 1pU HaaMuMKM TeXHOJOTMuUeckol HeoOXOAMMOCTU UCII0/Ib30BaHUS
MMeH U Taposieli pabOTHHMKOB B WX OTCYTCTBHE B CJiydae BO3HMKHOBEHHS HEIITaTGHBIX
cuTyaluii, opc-Ma>KOpHBIX 00CTOsITeNbCTB U T.11. [To Bo3paltieHH0 pabOTHUKHM 00si3aHbI Cpa3y
’Ke CMEHUTh CBOM TapOJId Ha HOBbIe 3HAUeHUs COIJIaCHO JAaHHOM MHCTpyKuum).

3.3. Tlopsisok cMeHbI aposiel U UAeHTHU(HUKATOPOB NPU U3MEHEHUSIX B OpraHU3al[MOHHO-
IITaTHOM CTPYKType (Ka/[poBbIe TePeCTaHOBKH, YBOJIbHEHHE PAOOTHUKOB):

3.3.1. Tlpu mpekpailjeHU! JeMCTBHUS TPYOBOTO JOrOBOpa C PAOOTHUKOM BCe CO37IaHHbIE
JJ1st 3TOTO0 pabOTHHMKA yuYeTHbIe 3amucy (TI0JIb30BaTe/IbCKOe MMSI) TIOZAJIeKaT OJIOKMPOBAaHHUIO He
Mo3/Hee, uUeM B [JieHb YBOJbHeHUs paboTHuka. [lonHoe yjaneHHWe YUeTHBIX —3arucei
MIPOU3BOAUTCS B TeUeHWH 5 pabouux AHeH co [JHS yBOJbHeHUs paboTHMKA. OCHOBaHUEM AJIst
O/I0KMpOBaHUSI M TIOC/IeAYIOIIero y/jajeHusl y4eTHBbIX 3armuceid pabOTHUKA SIB/sIeTCSl 3asiBKa,
Tpe/icTaB/IeHHas: Herocpe/CTBeHHbIM PYKOBOJUTE/NeM YBOJIHSEMOIO He IO37Hee, yeM 3a 3
pabouux AHS [0 AHS er0 YBOJbHEeHUsI.

3.3.2. Ilpy m0OpoBefjleHWH  OPraHU3alMOHHO-IUTATHBIX  MeponpusTUM  (KaJgpoBble
TIepecTaHOBKH) HeIoCpe/ICTBeHHbII DPYKOBOAUTENb CTPYKTYPHOTO Ti0/ipa3fienieHust 00s3aH
npeacTaButh agMuHuctpaTopy MCII/JH 3asgBKy Ha U3MeHeHue B [paBax JoCTyIa.

3.4. Tlopsifok AelcTBUM TTPU KOMITPOMeTAaluM UIeHTU(PUKATOPOB U MapoJiei.

3.4.1. Tlox xommpoMeTanjuen MOHMMAaeTCd: yTpara MapoJisg YYeTHOW 3anuch U (Win)
naposisi ueHTU(UKaTopa, pasralleHre yUeTHOW 3anucy Maposis WM Naposs hieHTUduKaTopa
(BHast KOMITpOMeTaLMs), WU UHasl CUTYyallMs, KOTopas jJaeT OCHOBaHUe /ISl IPeATIO/I0KeHUs O
HapylleHUH KOH(WeHIIMaIbHOCTH Napojied U ueHTU(PUKAaTOPOB (HesiBHasi KOMIIDOMeTAaLusl).

3.4.2. Tlpu BbiABMeHMM (aKTa yTpaThl TNApPOJIs, Ppasr/alleHds I[1aposs, Maposis
UleHTUPUKATOPa, CaMoro UeHTU(UKaTopa MoJib30BaTe/b 00s13aH He3aMe/|IuTeIbHO COOBIIUTD
0 JaHHbIX (aKTax CBOEMYy HEIOCPeJCTBEHHOMY DYKOBOJUTEN0 W OTBETCTBEHHOMY 3a
obecrnieuenue 6e3omnacHocty [1Jx B UCIIOH wiu agmubauctparopy UCIITIH.
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3.4.3. B cnyuae BbIsiBleHUSI (paKTa KOMIpPOMeTal[uM WJeHTHU(UKAaTOPOB W MapoJjen
nosib3oBarens agmuHucrpatop MCIIJH wiu OTBeTCTBeHHBIM 3a obecrieueHre 6Ge30macHOCTU
ITJu B VICITIH 06s13aH HemezyileHHO 3a0/I0KMPOBATh YUETHYIO 3alMCh JAHHOTO T10JIh30BaTesIst U
He3ame/lJIUTe/IbHO [POM3BEeCTH BHEIJIAHOBYHO CMeHY MapoJis /il 3TOr0 I0JIb30BaTesIs.

4. TIpaBa u 00A3aHHOCTH

4.1. OcHoBHble 3azaun aamuauctpatopa UCITH:

—  OpraHu3allysi yCTaHOBKU CPe/CTB WZeHTU(UKALUU U ayTeHTH(HKALY;

—  opraHu3alus napoJibHou 3aiuThl Bo Bcex UCII/H;

—  Bbllaua MepBUYHBIX TapoJiel, U 37eKTPOHHBIX MepCOHaNbHbIX WJeHTHU(UKAaTOPOB U

rapoJieli K HUM;

— OCyIeCTB/IeHWe KOHTPO/IS 3a COCTOSIHUEM CUCTeMbl [1apOJIbHOM  3alliUThI

nHpopmaru B UCITH.

4.2. Apmunuctparop UCII[JH umeeT ripaBo:

— BHOCWUTH IIpeJi/IOKeHUs] 0 COBEpILIEHCTBOBAHUIO CUCTEMbl IapOJIbHOM 3alliUThI

vnHpopmarmu B UCIT/H;
— T[pUHMMaThb yuyaCcTHWe B [UIAaHMPOBAaHWM MEDOINpPUSITUM MO Tapo/JbHOM 3aluTe
nHpopmaryy B CIT/IH ¥ n1aHUpOBaHUM OCHALLeHUsI CpeiCTBaMU U eHTU(PUKALIUU
Y ayTeHTU(UKaLIY;

—  OCYILEeCTB/SITH KOHTPOJIb COCTOSIHUSI CPe/CTB MAEHTU(PUKALMM U ayTeHTU(PUKALUU B
NCII1JH;

—  VHWLMUPOBATH C/TyKeOHbIe TIPOBEPKU U YUaCTBOBATh B MPOBEIEHUH Pacc/ieOBaHUNA
1o (hakTaM KOMITpOMeTalluy;

— OKasblBaTb I[IOMOIb B pelleHuH MpobsieM, BO3HUKAIOIIUX TPU 3IKCIUTyaTaldu
Cpe/CTB UeHTUGUKALMY U ayTeHTU(UKALIN.

4.3. OO06s13aHHOCTH B YaCTH TMapOJIbHOW 3all[UThl WHPOPMALIMK OTPa’KeHbl B UHCTPYKIUU
agmuHucrparopa UCIIIH.

4.4. Tlonb3oBarensm UCIIIH B cBoeii paboTe 3ampelraeTcs:

— coobijaTh KOMy-TM0O CBOM JIMUHBIA Taposib W/WIKM Tapojib K 3/IEKTPOHHOMY

MepCOHaIbHOMY U/IeHTU(PUKATODY;

— TepejaBaTb KOMY-TM00 BbIJJaHHBIM 3/IeKTPOHHBIN MTepCOHANbHBIN WeHTUhUKATOD;

—  OCYLLeCTBASATH BXOJ B omnepanuoHHble cucteMbl VICII[IH ¥ B MH(OpMalLMOHHbIE

pecypchl oJ, Uy>KUMU Wi eHTU(hUKAaTOpaMH M MapoJisSIMH;

—  OTK/II0uaTh CpPe/iCTBa UJeHTHU(UKALUU U ayTeHTU(HKALIY.

4.5. B cnyyae mosiBfeHUsl MOZO3peHUM Ha (akT KOMIpOMeTal[uM Iaposis, a Takke B
C/lyyae BbISIBJIeHUS MHLKZEHTOB (hakToB W T.I.), CBS3aHHBIX cO cOosiMud B paboTe cpescTB
upeHTU(YKAIMY U ayTeHTU(UKALH, 110/1h30BaTe/IM 00si3aHbl HeMe/IJIeHHO TIPOMH(OPMUPOBAThH
006 3TOM OTBeTCTBEeHHOTO 3a obecrieueHre Ge3omacHoctd I1/J0 B MCII[IH uiu afMUHHCTpaTOpa
NCITOn.

5. OTBeTCTBEeHHOCTh A0/DKHOCTHBIX JIMI| B PAMKaX CHUCTeMbI N1ap0/IbHOM 3a1UThI

HH(popManuu

5.1. Tlonb3oBarenu, OTBETCTBeHHBbIN 3a obecrieueHne 6Ge3zomacHocty [1IH B VCIIOH 1
agmvunuctpatop WCII[IH HecyT OTBeTCTBEHHOCTb 34 HeHajJexkallee UCIO/JHeHre WIn
HeUCIIo/IHeHWe CBOUX 00s13aHHOCTel, MpeyCMOTPeHHBIX HacTosel VIHCTpyKLMeH, B TipeJesnax,
oTIpe/ie/IeHHBIX IeHCTBYIOIIMM 3aKOHO/IaTesIbcTBOM Poccutickoit denepanmu. 3a HecoO/mojeHe
TpeboBaHUI 3aKoHOAaTe/NbCTBa Poccubickoit @efepaliuu  TpeyCMOTpeHa Tpak[aHCKas,
yro/I0BHasA, a/IMUHUCTPATUBHASA, AUCLUIIIMHAPHAs OTBeTCTBEHHOCTbh.

5.2. Tlonb3oBaTenu, OTBETCTBEHHBbIN 3a obecrieueHne 6Ge3zomacHocty I[1IH B VCIIOH M
agvuauctpatop UCII[IH HecyT OTBeTCTBEHHOCTb MO [JeMCTBYIOLeMY 3aKOHOZAaTelbCTBY
Poccuiickoii @ezepaiiuu 3a pasrjalleHre CcBeZleHW KOH(U/eHI[MaJIbHOTO XapakTepa, CTaBIINX
M3BeCTHBIMU TIPU BBITIOJTHEHUH CIY)KeOHBbIX 00s3aHHOCTeH, B TOM UYHWCJ/e TPeJyCMOTPEHHBIX
HacTosier HCTpyKLuei.
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6. Cpok AeMCTBUA M NOPA/O0K BHECEHUS] H3MEeHeHUH
6.1. Hacrosimas VHCTpyKUMs BCTyIaeT B CUIy C MOMEHTa ee YTBep)KJeHUs U 1eCTBYeT
beccpouHo.
6.2. Hacrosas MHCTpyKLMs [TOJJ/Ie)KUT [IepeCMOTPY He peke OJHOr0 pasa B TP roja.
6.3. l3MeHeHUsl W [ONOJHEHHWs B HACTOALYHO VIHCTPYKLMIO BHOCATCS NPUKAa30M
JupekTopa YupexaeHus.
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ITpunoxxenue 3
K nipukasy MAIOY «[letckuii cag Ne 25»
oT 15.08.2022 Ne 5-10

NHCTPYKIUA
110 aHTUBUPYCHOM 3a1yTe
MAJAOY «Jderckuii cag Ne 25»

1. TepmuHbI U onIpefe/IeHUs

1.1. ABToMaTH3upOBaHHOe paboyee MeCTO — TPOTPAMMHO-TEXHUYECKUN KOMILIEKC,
Tipe/Ha3HaueHHbIN [/ aBTOMATHU3aLuU [1esiTeIbHOCTU OIpe/ie/IeHHOT0 BUA.

1.2. AHTUBHpYCHas 3all[uTa — 3alliUuTa UHPOPMALIUU U KOMIIOHEHTOB UH(OPMAaI[MOHHOMN
CUCTeMbI OT BPeJOHOCHBIX KOMITbIOTEDHBIX TIpOrpaMM (BUPYCOB) (0OHapy)keHHe BpeJOHOCHBIX
KOMITBbIOTEPHBIX ITPOTPaMM (BHUPYCOB), O/I0KMpOBaHKe, N30/ IMPOBaHNe «3aPayKeHHBIX» 00bEKTOB,
y/lanieHre BpeJOHOCHBIX KOMITBIOTEPHBIX MPOrpaMM (BUPYCOB) U3 «3apa’KeHHBIX» 0ObEKTOB).

1.3. NudopmariiioHHasi ccTeMa TiepCOHa/IbHBIX JaHHBIX — COBOKYITHOCTb COZlep KallliXCst
B 0asax JaHHBIX MePCOHABHBIX JAHHBIX U 00ecreurBarox ux 06paboTky HHGOPMaIIMOHHBIX
TeXHOJIOTUM U TeXHUUYECKUX CPefiCTB.

1.4. ObpaboTKa TmepcoHa/lbHBIX [JaHHbIX — Jr00oe felicTBue (omepanys) WM
COBOKYIIHOCTh  JIeCTBUM  (Omepaluii), COBepllaeMbIX C  HCIOJb30BaHUEM  CpeJCTB
aBTOMaTU3alMK WK 0e3 UCI0/Ib30BaHUsI TaKUX CPeJICTB C MepCOHaJbHBIMU JIaHHBIMH, BK/TFOUAst
cbop, 3amuch, CUCTeMaTH3alfi0, HaKOTIJIeHHe, XpaHeHHe, yTouHeHue (0OHOB/IeHHe, N3MeHeHHe),
V3B/leYeHWe, MUCIO/Ab30BaHWe, Tiepefady (pacrpocTpaHeHue, IIpe/joCTaB/ieHue, JOCTYI),
o0e3nnuriBaHue, O;IOKMPOBaHMe, yAarieHue, YHUUTOXKeHHe MepCOHAIbHBIX aHHbIX.

1.5. KondugenuyanbHocTh vHGOpMaluu — o00si3aTesibHOe [I7Isi BBITIOJTHEHHUSI JIULIOM,
MOJYYMBIIMM JOCTYIT K OIpeZie/ieHHOW WHGopMaruy, TpeboBaHHe He TiepefaBaTh TaKYIO
MH(OPMaLIMIO TPeTHUM JHLiaM 6e3 cormacusi ee 00/ajaTeris.

1.6. [lepcoHaneHble fAaHHBle — mo0as WHGOpPMALUS, OTHOCAIIASACS K TIPSIMO WM
KOCBEHHO OTIpeZieJIeHHOMY WK OTpejiesisieMoMy (U3nueckomy /ULy (CyOBeKTy TepCoHambHbIX
JlaHHBIX).

1.7. Tlonb3oBarenb MHGOPMAIIMOHHOW CHUCTEMbI TepCOHANbHBIX JAHHBIX — PabOTHUK,
OCYIIeCTB/ISIOIIMK  00pabOTKY TMepCOHa/NbHBIX JIaHHBIX B WHGOPMAIIMOHHOM CHUCTEMe
TIePCOHAJIbHBIX [JaHHBIX.

1.8. CpencTBo  aHTMBMPYCHOW 3alliUThl — IIPOIPaMMHOe CpPeJCTBO, peayv3yroljee
¢byHKUIMM 0OHapy)KeHHsI KOMITbIOTEPHBIX TMporpamm b0 MHON KOMIbIOTepHOW WHGOpMAaI,
TpeZiHa3HaueHHBIX /I/Isi HECAHKI[MOHMPOBAHHOTO YHUUTOXKeHHs1, O/IOKMpOBaHUs, MOAU(UKaIWH,
KOIMPOBaHUSl KOMIMBIOTEPHOM WH(OpPMAaLMM WM  HeWTpaau3aluu  CpPeiCTB  3alljUThbl
MH(pOPMAIVH, a TAKKe pearpoBaHust Ha 00Hapy KeHHe STUX IMPOrpaMM 1 MH(OpMaIvy.

1.9. CpeactBo 3amumrthl uHGOpMalMM — TIporpaMMHoe obecrieueHuWe, TPOTPaMMHO-
amrapatHoe — obecrieueHue, — armapaTHOe — oDecriedeHWe,  BeIIeCTBO WM MaTepual,
rpe/jHa3HaueHHOe W/ HUCII0/Ib3yeMoe JJ1s 3allMThl MH(OPMaLUU.

2. OOmue mo/0KeHus

2.1. Hacrosjass HcTpyKiusi o aHTUBUpPYCcHOM 3aiute MAJIOY «Jletckuii cag Ne 25»
(manee — UMHCTpyKLuMS) perynvpyeT BOINPOCHl OpraHv3alid aHTUBUPYCHOM 3alllUThl U
TpeOOBaHUs K TIOPSIIKY MPOBe/ieHHsI aHTUBUPYCHOT'O KOHTPOJISI.

2.2. VHCTpyKIMs ycTaHaBlIMBaeT TpPeOOBaHWS W OTBETCTBEHHOCTh TPH OpraHU3alud
3auThl  MHGOpMalMyM OT pa3pyllalollero BO3JeWCTBUS BPEJOHOCHBIX I[pPOrpaMM —
KOMIbIOTEPHBIX BUPYCOB.

2.3. TpeboBanusi HacTosield VHCTPYKLUK SIBJISIFOTCS 00si3aTeNbHBIMU /IJIs1 MCTIOJTHEeHHSsT
Bcemu pabotHukamMu MAJIOY «[letckwuii cay Ne 25» (fanee — YupexkzeHus ), UCTIOb3YOIUMU
B CBOeli paboTe cpe/[CTBa BHIUMCUTETILHOM TeXHUKU.

2.4. Bce pabOTHUKHM YupeX[eHHs, WCIO/b3YIOIIe aHTUBUPYCHBIE CPEe/CTBA, [JO/DKHBI
ObITb 03HAKOMJIEHBI C TpeOOBaHUSIMU HacTosiel IHCTpyKLMe Mo, Mo/IICh.
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2.5. Hacrosiass VHCTpyKUMsi BASIeTCS JOMOJHEHHWEeM K [IeMCTBYIOLIMM JIOKa/JIbHbIM
HOPMATHBHBIM akTaM (BHYTPEHHUM [OKyMeHTaM) IO BompocaMm obecriedeHusi 6e30macHOCTU
CBe/leHUi KOH(UeHLIMaNnbHOrO0 XapakTepa, B TOM YMC/e U MepCOHa/IbHBIX JaHHBIX (Janee —
[11H), ¥ He UCK/IIOUaeT 00sI3aTe/TbHOTO BBITIOTHEHHMSI X TPeOOBaHUM.

3. TpeGoBaHHs K aHTUBHPYCHBIM CPeJCTBaM

3.1. B VYupexzgeHuu K IPUMEHEHUIO [OIYCKAIOTCHd JIML[eH3UOHHble aHTUBUPYCHbIE
rporpaMMHble M (W1IM) TIporpaMMHO-arIapaTHble CpefcTBa (aHTHMBHUPYCHBIE CpeZCTBa),
3aKyTieHHbIe Y pa3paboTurKa yKa3aHHBIX CPe/ICTB WK ero O(pULIMaIbHbIX AUIepPOB.

3.2. AHTUBHMpYCHBIe Cpe/CTBa [O/DKHbI (DYHKIJMOHUDOBAaTb B TeueHWe BCEr0 BpPeMEHU
paboThI CPe/ICTB BHIUMC/IUTE/ILHONW TeXHUKH (OT MOMEHTa 3arpy3Ky OrepalMOHHOM CUCTeMbI /10
MOMEHTA €€ BBITPY3KH).

3.3.  AHTHBHUpYCHOe Cpe/iICTBO He [JO/DKHO CYIIIeCTBeHHO 3aTpPYyAHSTb paboTOCroCcoOHOCTh
Cpe/iCTB BbIUMC/IUTEbHON TeXHUKU UH(OPMaIJMOHHBIX CUCTEM MepCOHa/IbHBIX IaHHBIX (Janee —
NCIIJR).

4. TIpaBa u 00A3aHHOCTH

4.1. AHTUBUDYCHOHN 3all[uTe TIOJJIeXUT BCsi, obOpabaThbiBaemMass B YUpeXJeHWU TIpU
MOMOILM CPeJCTB BBIYMCAUTENbHONM TEeXHUKH, WH(OpMalus, He3aBUCHMO OT OrpaHUueHUH
JIOCTYTIa K Hel.

4.2. @aiinbl, MoMellaemMble B 3JIEKTPOHHBIA apXWB JIO/DKHBI B 00si3aTelIbHOM TIOpSifIKe
MIPOXOJUTh AHTHBUPYCHBIN KOHTPOJIb.

4.3. YcraHaBiuBaemoe (M3MeHsieMOe) TIpOrpaMMHOe obecrieueHre JO/DKHO — OBITh
Tipe/iBapUTe/IbHO TIPOBEPEHO Ha OTCYTCTBHe BUPYCOB.

4.4. B UCII/[JH 3arpelrjaeTcsi yCTaHOBKA MPOrPaMMHOTO 00ecrieueHus, He CBSI3aHHOTO C
BBITIOJIHEHUEeM  (PYHKI[MM, TpeAyCMOTPEHHbIX TeXHOJIOTHUYeCKUM IIpoLjeccoM 00paboTKu
vH(bOpMaLUH.

4.5. CormpoBox/ieHue (perynspHoe oOHOB/IeHWe, aHTUBUPYCHBIN KOHTPOJb, BbISB/I€HHE
(haKTOB 3apakKeHHsI U TIPOBe/IeHUe CITY>KeOHBIX pacc/ie/IoBaHMIA) MPaBU/I aHTUBUPYCHOM 3allUTHI
BO3/1araloTCsl Ha OTBETCTBEHHOTO 3a obecrieuenue 6e3omnacHoctu [1Ia B UCITIH.

4.6. OcHOBHBIe 337lau¥l OTBETCTBEHHOTO 3a 00ecrieueHue be3oracHocty [1/1a B UCTI/IH:

— OpraHu3anus rnpoliecca yCTaHOBKU aHTUBUPYCHBIX cpecTB B ICIT/IH;

— COTPOBOX/IeHWe aHTUBUPYCHBIX CpeAiCTB (0OHOB/IEHHE, aHTUBUDPYCHBIM KOHTPOJIb,
COTIPDOBO’K/IeHWe [eMCTBUI Tionb3oBaTeneld B Ciaydasx OOHapy)KeHWs BHUPYCOB,
obecrieueHre paboTOCIIOCOOHOCTH aHTUBHUPYCHBIX CPEJCTB);

— KOHTPO/Jb  COCTOSIHUS CHACTE€Mbl aHTUBUDYCHOM 3aluThl MWHGPOpMaLuu B
YupexzaeHuu.

4.7. OrtBercTBeHHbIM 3a obecrieuenne Oe3omacHocTy II/JTn B UCII[H Hecet
OTBETCTBEHHOCTb 3a:

— 3a CBOEBPEMEHHYI0 YCTaHOBKY aHTHBUPYCHBIX CPeJICTB;

— 3a 9KCIUlyaTaluyio (aHTUBHPYCHBIM KOHTPOJb, paboTOCIIOCOOHOCTh AHTHBUPYCHBIX
Cpe/CTB, COTPOBOX/eHWe [elCTBUI T0/b30BaTeneid B Caydasix OOHapy>KeHUs
BHPYCOB) CUCTe€Mbl aHTUBUPYCHOM 3alJUThl HUH(OpMALIUY;

— 3a CBoeBpeMeHHOe 0OHOBJ/IeHHe JTUIeH3U Ha AHTUBUPYCHBIE CPe/ICTBa;

— 3a cBoeBpeMeHHOe 0OHOB/IeHHe aHTUBHUPYCHBIX 0a3.

4.8. OrtBeTcTBeHHBIN 3a 0becrieueHre 6e3onacHocty [1/JH B ICTI/JH umeeT rpaBo:

— BHOCUTH Mpe/JIOKEeHUsI 110 COBEPIIeHCTBOBAHWIO CHUCTEMbl aHTUBUPYCHOW 3alliHThI
vH(bopMaLuy;

— TpUHMMAaTh yyacThe B IUIAHWPOBAaHUM MEPOIPUSTUN TI0 aHTUBUPYCHOW 3alljuTe
VH(pOpMaLlMy U MJIaHUPOBaHWM OCHAIleHUs] aHTUBHPYCHBIMU Cpe/ICTBaMU;

—  OCYILIeCTB/STb KOHTPOJIb COCTOSIHUS CPe/ICTB aHTUBUPYCHOM 3allJUThI MH(OPMALUU B
YupexneHuu;

— WHULMUPOBATh CTykKeOHbIe POBEPKH U yUaCTBOBaTh B MPOBeJeHUN pacc/ieloBaHUi
o ¢axTtam 3apakeHusi Bupycamu UCII/IH ¥ cpe/iCTB BLIUUCIUTE/ILHON TEXHUKH;
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— OKa3blBaTb TOMOIIb B peIIeHHH MpobsieM, BO3HUKAOIMIMX TPH 3KCIUTyaTarjud
CpeJCTB aHTUBUPYCHOM 3allUTHI.

4.9. Tlonb3oBarenb aHTHBUPYCHOTO Cpe/CTBAa — JIMI[O, Ha paboueM MecTe KOTOPOTO
TIPUMEHSIeTCs] aHTUBHUPYCHOE CPeJICTBO.

4.10. ITonb30BaTensiM aHTUBUPYCHBIX CPEJICTB 3arpelaeTcs:

— MEHATh HAaCTPOWKM WM OTK/IIOUaThb CpPeJCTBA AHTUBHMPYCHOM 3allUThl BO BpeMs
paboThr;

— UCM0/b30BaThb CpeJCTBAa aHTHMBHUPYCHOW 3allUThl, OT/JIMYHbIE OT YCTAaHOBJEHHBIX
CpeJCTB;

— 0e3 paspellieHUs] OTBETCTBEHHOTO 3a obecrieueHue OGe3oracHoctu I1/Jn B MCIIOH
KOTMMPOBAaTh M00bIe (alinbl Ha ChbeMHble HOCHTE/NM MH(POPMaLMH, YCTaHaBIUBATh U
WCII0/Ib30BaTh JI00Oe TporpaMMHOe obecrieueHre, He TpeJHAa3HAueHHOe [i7Is
BBITIOJIHEHUST CTY>KeOHBIX 3a/jau.

5. TIlopsajoK U MePpHOJUYHOCTH 0OHOB/IEHHSI aHTUBHPYCHBIX 0a3

5.1. CpoeBpeMeHHOe O0OHOBieHWe 0a3 [JAHHBIX CPeJCTB AHTUBUPYCHOW 3all[UThI
vHpOpPMay  SIBISIeTCS HEOTheM/IeMOW 4YacThio ob0ecrieueHust 3¢ ¢GeKTUBHOW TOJUTHKU
aHTUBUPYCHOM 3al[UThl MH(OPMaLWK.

5.2. YcraHoBKe OOHOB/IeHMM [O/DKHO TipeAlnecTBoBaTh TectupoBanue VICITH Ha
OTCYTCTBHE HeTaTUBHBIX BO3/IeHICTBUI OT BHOBb YCTaHAB/IMBaeMbIX OOHOB/IEHUH.

5.3. YcTaHOBKe HOBBIX BEPCHU MPOrpaMMHOT0 00ecrieueHus: Wik BHECEHUIO U3MeHeHUH
W JIOTIOJIHeHWH B JIeMCTByMOlljee TIporpaMMHoe obecrieueHre [IOJDKHO —TIpe/IlieCTBOBATh
tectupoBaHue VCII/IH Ha OTCyTCTBME HeraTMBHBIX BO3/IeWCTBUM YKa3aHHOr'O MPOrpPaMMHOIO
obecrieueHusl.

5.4. Tlepuogu4HOCTH OOHOB/IEHHST AHTUBUPYCHBIX 0a3:

— oOHOBNeHHe aHTUBUPYCHBIX 0a3 mansi Bcex MCII[H, MMelOL[UX TOAK/IOUeHHe K
ceTsiM 0011[ero MOb30BAHUS U CETSIM MeXKAyHapOJAHOT0 UHPOPMAaL[MOHHOTO 0OMeHa,
JO/DKHO OBITb eXKeJHeBHBbIM. VICTOUHMK OOHOB/eHWs — cepBep pa3paboTumka
aHTUBUPYCHOTO CpeJCTBa, JIMOO COOCTBEHHBIM LIeHTPaIM30BaHHBIA  CeTeBOM
HMCTOYHUK OOHOBJIEHWH, TIOJydJarol[uii OOHOBNIEeHUWs C cepBepa pa3paboTuuka
aHTUBUPYCHOTO CPe/ICTBa.

— o0OHOB/IeHHe aHTUBUPYCHBIX 0a3 it MCII/IH, He MMEIOIUX TIOAK/IIOUeHNe K CeTsIM
00IL[er0 TI0/Tb30BaHUSI U CETSAM MEXAYHAPOAHOTO WH(GOPMAL[MOHHOTO 0OMeHa,
oOHOBJIeHMe 0/DKHO ObITH He MeHee 1 pa3a B HeJesnt0. VICTOUHMKOM OOHOB/IeHUsI B
JAHHOM CJlyuyae sIBJISIFOTCSI aHTUBUPYCHBIE 0a3bl, 3amvCaHHble Ha TIpeBapUTeTbHO
YUTEHHbII B YCTAHOB/IEHHOM TOPsIJKe ChbeMHbIN MallMHHBIN HOCUTEe/b MH(OpMaL1H.

6. IlopsAAoK M MePUOAUYHOCTDH MPOBEAEHUS AHTUBUPYCHOI'0 KOHTPOJIS

6.1. OOBbeKTaMy aHTUBHUPYCHOT'O KOHTPOJIS SIBJISIFOTCS:

— JKeCTKHe MarHUTHBIe TUCKHU pabounx craHiuii u cepBepoB VICII/IH;

— CceTeBble XpaHWIHILA (CUCTEMbI XPaHEHUSI JaHHBIX);

— OmnepaTUBHasl U CUCTeMHas MaMsTh CPeJICTB BbIUMCIUTEbHOW TEXHUKY;

— CbeMHble MalllMHHbIe HOCUTeU UH(OopMalny;

—  BXOJSIIMHN U UCXOAAIIUN KOHTEHT (BeO-TpaduiK);

— (aiinbl, Monyuaemble U TiepeZilaBaeMble Yepe3 ceTH OOILero I0/Ib30BaHUS U
MeXKyHapOAHOT0 UH(OPMaIIMOHHOTO 00MeHa;

— TIOYTOBBIE COOOIIEHNS 37IEKTPOHHOM MOYTHI.

6.2. AHTUBUDYCHBI KOHTPOJb BXOZdllell WHGOPMAlMM CO CheMHBIX MalIUHHBIX
HocuTesell MHbopMalud HeoOX0JUMO TPOBOAUTL [0 TlepeHoca WH(OpMalMM Ha >KECTKUM
MarHUTHBIA [OUCK paboueil CTaHIIMM WM CeTeBOW mAucCK. VHdopmanus, TosydaeMasi TI0
Te/leKOMMYHUKALIMOHHBIM KaHajaM, [JO/DKHa T[IpOBepsITCSI BO BpeMs, WA Cpa3y I[oce
nosyuenus. KoHTposs ucxofsmeit nHGopMany HeoOXO0AWMO TPOBOJUTH HEIOCPeCTBEHHO
riepe/i OTIIPaBKOM (3aMUChi0 Ha CheMHBIN HOCUTE/h).
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6.3. Bwubl 1 1eproJUUHOCT AHTUBUPYCHBIX ITPOBEPOK TPeZCTaB/eHbl B Tabuie 1.

Tabmuna 1
No [TeproauuHOCTD
OOBEKT KOHTPOJISA Bup npoBepku
n/n TIPOBEPKU
1 JKecTkue MarHUTHbIe JUCKU pabounx IosiHas npoBepka 1 pa3 B Mecs]
ctaHuui u cepepoB UCITJH BricTpoe ckaHWpOBaHUe 1 pas B Hefle/mo
’ CeTeBble XpaHWIHIIA (CUCTEMBI XPaHEHUS TToHast MpoBepKa 1 pa3 B mecsy
JIAHHBIX)
3 OnepaTuBHas ¥ cucTeMHas HaMaTh cpeActB | IlosiHas rpoBepka 1 pa3 B Mecs1]
BBIYMC/INTETbHON TeXHUKU BricTpoe ckaHHMpOBaHUe 1 pa3 B Heflesr0
4 |CbeMHble MalllMHHbIe HOcUTeny MH(popmaruu |[TonHas mpoBepka Tlpw Kaxziom
MO/ K/IFOYEHUU
MuHuMansHO HeoOxoMMoe TpeboBaHUe -
5 |Beb-Tpaduxk HacTpoliKa aHTHBHUPYCHOI'O Cpe/iCTBa 110 ITocTosiHHO
YMOJTYaHUIO
®aiinibl, MoyuaeMble U repejiaBaeMble uepes [Ipu kaxxgom
6 |ceTu oOlIlero noJyib30BaHUs U [Tonnas mpoBepka TIO/Ty4YeHNH! U
MEX/IYHapOHOT0 MH(GOPMAI[MOHHOT0 0OMeHa OTIIpaBKe
MunHumansHO Heobxomumoe TpeboBanue - | TIpu Kaxkaom
7 |TlouToBbIe COOOIIEHUS 3IEKTPOHHOM MMOUTHI  |HACTPOMKA aHTUBUPYCHOTO CPE/ICTBA IO TMOJIyYeHUH U
YMOJTYaHUIO OTIIpaBKe

7. Tlopsipok AelcTBHUI NMPHU 00HAPY)XeHHU BUPYCOB

7.1. OCHOBHBIMM TYTSMH TIpOHUKHOBeHWs BupycoB B WCII[IH sBastoTCs: moObie
CbeMHble MalllMHHble HOCUTeMW WH(OpMAaIiM, 37eKTPOHHBIE MOUTOBbIe COO0OIeHus, TpaduK,
MoJTyyaeMbIii U3 CeTel OOIIero mo/b30BaHUS U CeTel MeXAYHapOJHOr0 WH(OPMAaIMOHHOTO
oOMeHa, paHee 3apa)keHHbIe pabouuie CTaHLIMU U cepBepa.

7.2. B cnydyae oOHapy)keHWsI BHUPYCOB TIPHM BXOJHOM KOHTPOJIE CHEMHBIX MAIIMHHBIX
HocuTeslelt MHQpopMalyy, ¢GailyioB WKW 3/1eKTPOHHBIX TIOUYTOBBIX COOOIIeHHH, MOb30BaTeNlb
JIOJDKEeH:

— HeMeJJIeHHO TIPUOCTaHOBUTh BCe PabOThI Ha CBOeit paboueli cTaHIUY;

— COOOIUTH OTBETCTBEHHOMY 3a obecrieueHre 6e3omacHocty I1Ju B UCIIOH o dakTe
oOHapy KeHUsI BUPYCa;

— TIpUHSTH COTJIACOBAaHHBIE C OTBETCTBEHHBIM 3a oOecrieueHue GesomacHoctu [1/JH B
NCIIJH Mepsl 10 JIOKa/M3allUM U yJaJieHUI0 BHUpPyCa C HCI0Jb30BaHUEM
aHTVMBUPYCHBIX CPeJICTB.

7.3. Ilpy HeBO3MOXHOCTM JIMKBHJALMM TIOCHAEeJCTBUM  BUPYCHOIO  3apakeHWs
OTBETCTBEHHOMY 3a obecrieueHue 6e3onacHocty [1/JH B UCII/[JH Heo6Xoaumo:

— coobmuTe 0 (¢akTe oOHapy)KeHWsT TPOTPaMMHBIX BHDYCOB B OpraHM3aLUIo,
OCYIL|eCTBJISAOLLYIO TeXHUYECKYIO TIO/IePKKY SKCILTyaTaluu CpejCTB
aHTUBUPYCHOM 3al[UThl MH(OPMaLIK;

— 3aapxXMBHUpOBaThb  3apaKeHHble (aillbl UM  HafnpaBUTb C  TPUIOKEHHEM
COOTBETCTBYIOLLEr0 COIPOBOJUTEIbHOTO JIOKyMeHTa B OpraHu3aLuio,
OCYIL|eCTBJISIFOLLYIO TeXHUYEeCKYIO TIO/IIePKKY SKCITyaTalun CpeJiCTB
AHTUBUPYCHOM 3alllUThl MH(OPMALUH.

7.4. Tlpu nonyyeHuu MHGOpPMALIMA O BO3MOXKHOM HapyllleHWd /MO0 BbIsiBieHUH (hakTa
HapyieHus: TpeOoBaHUM Hactosimedd MHCTpykiuu pabota Ha paboueil CTaHIMK JAHHOTO
TI0/Tb30BaTessl He3aMe//IMTebHO OJIOKUPYeTCsl TI0 PellleHHI0 OTBEeTCTBEHHOrO 3a obecrieueHue
6e3omacHoctu I1/11 B UCI1/IH.

7.5. ®akThl MOAUGDUKALIMK U pa3pyIlIeHus JaHHbIX Ha cepBepax WM pabourx CTaHLUSX,
3apakeHHe WX BHPYCaMH, a Takke OOHapy)XeHHe ADYIMX BPeJOHOCHBIX MPOrpaMM — BCE 3TO
OTHOCUTCSI K 3HAuMMbIM HapylleHusiM Oe3oracHOCTM WHGOpPMALUM U [JO/DKHBI  OBITH
MTPOAHAIM3MPOBAHBI TIOCPEACTBOM TPOBe/IeHHs CTy>KeOHOT0 pacc/ie/OBaHUs.

7.6. CnyxebHoe pacciefioBaHMe TIPOBOJUTCS KOMHCCHel, Ha3HauaeMoW TIpUKa30M
Nupekropa YupexxgeHus. B cocrtaB KoMuccMud B 00si3aTe/lbHOM TIOPSIKe BK/TFOUAeTCs
agvuauctpatop WCII[IH, oTBeTcTBeHHBIM 3a obecrieueHue 6Ge3omacHoctd I[1Ja B MCIIIH,
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HETIOCPe/ICTBEHHBIM PYKOBOJUTE/h pPabOTHUKA, AOMYCTHBINEro (GakT KoMrpometaruu. [Ipu
HeoOX0/IUMOCTH B COCTaB KOMUCCHU MOTYT BKJ/IFOUATbCsI APyrre pabOTHUKHU.

7.7. Pe3ynbTaThl pabOTHI KOMUCCHUH O(DOPMIISFOTCS aKTOM. AKT TIO/IEXKUT YTBEPIKIEHUIO
JupekTopa YupexaeHus.

7.8. B mporjecce paboThl KOMUCCHU 00s13aTe/TbHBIMHU [I7Is YCTAHOBJIEHUS SIBJISTFOTCSL:

— [JlaTa ¥ BpeMsi 3apakeHUst (0OHapyKeHUs 3apa’keHust);

—  ®UO, gomKHOCTh U TIofpasjesieHe pabOTHUKA, TeXHUUECKOe CPeACTBO KOTOPOTO
3apa)keHO BUPYCHOM MPOrpaMMoi;

— YPOBeHb KPUTUYHOCTU 3apaKeHus;

— o0cTosTenbCTBa, CIOCOOCTBOBABILIME 3apaXKeHHUIO;

— wuH(pOpMaLMOHHbIE PeCypChl, 3aTPOHYThIE 3apa’KeHHUEM;

— XapakTep U pa3Mep peayibHOr0 U MOTeHL[HabHOTO yiiepoa.

7.9. B xope cBoeil paboThl KOMUCCHSI MOXKeT 3arpalivBaTh 00bsICHUTeTbHbIE 3aTTMCKU OT
pPabOTHUKOB, TIO/I03pEBAaeMbIX B BHHOBHOCTU 3apakeHHUsl (ITyTeM ITHMChbMEHHOTO 3arpoca WX
HerocpeiICTBeHHbIM pyKoBoauTesnsiM). OObsicHUTe/IbHasI 3alicKa [Jo/DKHA ObIThb TpejcTaB/ieHa
KOMHCCUH B TeueHHe 3 (Tpex) paboumx JHEeH C MOMeHTa MOCTYTJIeHHs 3arpoca. B ciyyae oTkasza
TIpeZIOCTaBUTb 0OBSICHUTE/IbHYIO 3aMUCKY, JaHHbIN (PaKT OTpa)kaeTcs B aKTe.

7.10. YHUUTO)KEHHWe MaTepuasoB pacc/iefjoBaHUsl (PAKTOB 3apa)keHWs OCYILeCTBIISETCS B
COOTBETCTBUM C yCTaHOBJIEHHBIMU TPeOOBaHUSIMHU 10 [JIeIOTIPOU3BO/CTBY U HOMEHK/IaTYPOU el
8. OTtBercTBeHHOCTH

8.1. Tlosb3oBarenn u OTBeTCTBEeHHBIM 3a obecrieueHue Ge3zomacHoctu I1IH B MCIIOH
HeCyT OTBeTCTBEHHOCTb 3a HeHaJjeskallee WCIIOJIHEHWe WM HEHUCIIOJIHeHHe CBOMX
00si3aHHOCTeH, TIpeAyCMOTPeHHBIX HacTtosiileli VHCTpyKIMel, B TipefesiaX, OIpe/e/eHHbIX
JENCTBYIOIIMM 3aKOHO/aTebCTBOM Poccutickoit ®eneparun. 3a HecobOsrozieHre TpeOOBaHUM
3akoHozarenbcTBa Poccuiickoii ®Pezepaluu  MpeAycMOTpeHa TpakK[aHCKasi, yroJoBHas,
aJMUHUCTPaTUBHas, JUCLATI/TMHAPHAs! OTBETCTBEHHOCT.

9. Cpox AelCcTBUA U MOPA/I0K BHECeHNSI H3MEeHeHUH

9.1. Hacrosmas VHCTpyKLMs BCTyIaeT B CUIy C MOMEHTa ee YTBep)KJeHUS U IelCTBYeT
6eccpouHo.

9.2. Hacrosmas HCTpyKLUs NO//Ie)XUT NIepeCMOTPY He peke OJHOTO pasa B TPU rofa.

9.3. U3MmeHeHHsT M [OMNOMHEHWS B HaCTOAL[YH0 VHCTPYKLMIO BHOCATCS TIPHUKAa3oM
[dupekTopa YupexaeHus.
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[Tpunoxenue 4
K nipukasy MAIOY «[letckuii cag Ne 25»
oT 15.08.2022 Ne 5-10

MHCTPYKIUA
10 OPraHU3aLUM Pe3ePBHPOBAHUSA U BOCCTAaHOBJ/IEHHs Pad0TOCIIOCOOHOCTH TEXHHYECKHX
CPe/iCTB U NMPOrpaMMHOro obecneueHusi, 6a3 JaHHBIX U CPe/CTB 3aIUTHI HH(OPMALUH
B HH()OPMaLMOHHBIX CHCTeMaXx MepCOHA/TbHbBIX AaHHBIX
MAJAOY «Jderckuii cag Ne 25»

1. TepmuHBI M onpeje/IeHUA

1.1. ABToMaTH3upOBaHHOe paboyee MeCTO — TPOTPAMMHO-TEXHUYECKUH KOMILIEKC,
npe/jHa3HaueHHbIM [/ aBTOMATHU3aLuU [1esiTeIbHOCTU OIpeie/IeHHOTO BUAA.

1.2. udopmaiiioHHasi cicTeMa TlepCOHa/IbHBIX JaHHBIX — COBOKYITHOCTb COZlep Kall[iXCst
B 0a3ax JlaHHBIX MePCOHABHBIX JAHHBIX U 00ecreurBarox ux 06paboTky HHGOPMaIIMOHHBIX
TeXHOJIOTUM U TeXHUUECKUX CPe/iCTB.

1.3. O6bpaboTKa TmMepcoHa/JbHBIX [JaHHbIX — Jr00oe felicTBue (omepanus) WM
COBOKYIIHOCTh  JIeWCTBUM  (Omepaiuii), COBepllaeMbIX C  HCIOJb30BaHUEM  CpeJCTB
aBTOMaTU3alMK WK 0e3 UCI0/Ib30BaHUsI TaKUX CPeJICTB C MepCOHaTbHBIMU JIaHHBIMH, BK/TFOUAst
cbop, 3anuch, CUCTeMaTH3alfi0, HaKOTIJIeHHe, XpaHeHHe, yTouHeHUe (0OHOB/IeHHe, N3MeHeHHe),
V3B/leYeHWe, UCIO/Ab30BaHWe, Tiepefady (pacrlpocTpaHeHWe, IIpefoCTaB/ieHue, JOCTYI),
o0e3nurBaHue, O;IOKMPOBaHMe, yAarieHue, YHUUTOKeHHe MepCOHaIbHBIX TaHHbIX.

1.4. KondugeHuyanbHOCTh MHGOpMalMu — 00si3aTesibHOe [i7isi BBITIOJTHEHHUSI JIULIOM,
MOYYMBIIMM JOCTYIT K OIpeZe/ieHHOW WH(popMaruy, TpeboBaHHe He IiepefaBaTh TaKYO
MH(OPMaLIMIO TPeTHUM JHLiaM 6e3 coracusi ee 0baaTeris.

1.5. [lepconaneHble fAaHHBIe — mo0ass WHGOpPMALUS, OTHOCAIIASACS K TIPSIMO WM
KOCBEHHO OTpeZieJIeHHOMY W/IH OrpejesisieMoMy (U3nueckomy ULy (CyOBbeKTy TepCcoHambHbIX
JIaHHBIX).

1.6. TTonb3oBarenb MHGOPMAIIMOHHOW CHUCTEMbI TepCOHANBHBIX JAHHBIX — PabOTHUK,
OCYIIeCTB/ISIONMK  00pabOTKY TMepCOHa/NbHBIX JIaHHBIX B WHGOPMAIIMOHHOM CHUCTEMe
TIePCOHAJIbHBIX [JaHHBbIX.

1.7. CpeACcTBO aHTUBUPYCHOM 3all[UTbl — TIPOrPAMMHOE CpeJCTBO, peaau3yrollee
¢byHKUMM 0OHapy)KeHHsI KOMITBIOTE@PHBIX TMporpamm b0 MHON KOMIbIOTepHOW WHGOpMAaI,
TpeZiHa3HaueHHBIX /TSI HeCAHKI[MIOHMPOBAHHOTO YHUUTOXKeHHs1, OJIOKMpOBaHUs, MOAU(UKaIWY,
KOIMPOBaHUSl KOMIMBIOTEPHOM WH(OpPMAaLMM WM  HeWTpaausaluu  CpPe/CTB  3alljUThbl
MH(OPMAIVH, a TAKKe pearpoBaHust Ha 00Hapy KeHHe STHX MMPOrpaMM 1 MH(OpMarvu.

1.8. CpeactBo 3amumrthl uHGOpMalMM — TIporpaMMHoe obecrieueHue, TTPOrPaMMHO-
amrapatHoe — obecrieueHue, — armapaTHOe — oDecriedeHWe,  BeIIeCTBO WM  MaTepual,
npe/Ha3HaueHHbIe WM UCTO0JIb3yeMble /IS 3alUThl MH(OpMaLWK.

2.  OO01Me mMo/I0KeHHs
2.1. Hacrosas VHCTpyKLMs IO OpraHusald pe3epBHUPOBaHUSI U BOCCTaHOBJIEHUS
paboTOCTIOCOOHOCTH TEXHUUYECKUX CPeICTB W TMPOrpaMMHOr0 obecrieueHus, 0a3 [JaHHBIX U
CpeJCTB 3aluThl MH(OPMaLMK B MH(OPMALIMOHHBIX CUCTEMax MepCOoHaNbHbIX JaHHbIX MAIOY
«Jderckmii cag Ne 25» (mamee — VIHCTpyKUMsl) yCTaHaBIMBaeT OCHOBHBbIE TpeOOBaHHSI K
OpraHM3al pe3epBHOI0 KOMKMPOBaHUS (BOCCTAaHOBJIEHUS) IPOrPaMM U [JaHHbBIX, XPaHSIIUXCS B
0a3ax maHHBIX MH(MOPMAIIMOHHBIX CUCTEM TIepCOHAbHBIX AaHHBLIX (fHanee — UCITOH) MAIOY
«detckuii cag Ne 25» (manee — YupexzeHue), a TakKke K pe3epBUPOBaHHUIO ammapaTHbIX
Cpe/CTB.
2.2. Hacrosias UHcTpyKius pa3paboTaHa C 11e/Iblo:
—  ompefiesieHHs1 KaTeropud MH(OpMaLWy, ToJJIexaleii o0s3aTelbHOMYy pe3epBHOMY
KOIMPOBAaHHIO;
— ompefesieHVsi TIpOLielypbl  pe3epBUPOBaHUS  JaHHBIX /Il MOC/IeAYHLero
BoccTaHoB/eHUs1 paborocriocooHoctr VICII/IH nipy TO/THON W/IM YaCTUYHOM ToTepe



17

MHpOPMAIMY, BbI3BAaHHOW COOSIMM WM OTKa3aMH arlliapaTHOTO WM TPOrPaMMHOTO
obecrieueHust, OLIMOKAaMU TI0JIb30BaTeNiel, upe3BbIYaliHBIMKA 00OCTOSATENbCTBAMU
(To>kapoM, CTUXUKMHBIMU OeICTBUSMU U T.JI.);

— ompefesieHUs] MOpsiika BOCCTAaHOB/EHWS] WHQOpPMALMM B Cly4yae BO3HHWKHOBEHUS
TaKoW HeoOX0IMMOCTH;

— ymopsiioueHusi pabOTBl W OIpeJe/ieHHsT OTBETCTBEHHOCTH JOJ/DKHOCTHBIX JIHII,
CBSI3aHHOW C pe3epBHBIM KOITMPOBaHWEM U BOCCTaHOB/IEHHMEM MH(pOpMaLUH.

2.3. [elictBue Hactosieli VHCTPYKUMM pacnpoCTpaHsieTCsl Ha BCeX I10JIb30BaTeseu
UCITH YupexxaeHusi, a Takke Ha OCHOBHBbIE CUCTeMbI 00ecIieueHHsi HeTPepbIBHOCTH PabOThHI U
BOCCTAHOBJ/IEHUS peCypPCOB IPY BO3SHUKHOBEHUM aBapWMHBIX CUTYal[1l, B TOM UHCJIe:

—  cHUCTeMbl XU3HeobecreyeHUs1 TEXHUUECKUX CPeJICTB;

—  cucTeMbl 0becrieueHust 0TKa30yCTOWUUBOCTH;

—  CHCTeMBbl Pe3epBHOr0 KOIMPOBaHWs ¥ XpaHeHUs J1aHHBbIX;

2.4. Tlog pe3epBHBIM KOMMpPOBaHHWEM WHGOpPMALUK TMOHUMAaETCs CO3JjaHue M30bITOUHBIX
KOTIMK 3amuiraeMoil MH(OpMalyd B 37eKTPOHHOM BHje AJsi ObICTPOTO BOCCTAHOBJIEHUS
paborocrniocobHoctr VCIIIH B csiyuae BO3HMKHOBEHUsI aBapUNWHOW CHUTYyalldH, TOBJEKIIeH 3a
co0oi1 oBpesKeHNe WK YTPaTy JaHHBIX.

2.5. Pe3epBHOMYy KOINHPOBAHWUIO TMOZJIEXUT HWH(OpPMaLUsS CAeJyIOIMX OCHOBHBIX
KaTeropui:

— uHpopmarus, obpabaTbiBaeMasi onb3oBarenssMu B UCITIH, a Takxke nHbopmalys,
HeoOXo/iMasi /i1 BOCCTaHOB/eHUsi paborocriocobHoct VCII[H, B T.U. cucrem
yripaByieHusi 6a3amu faHHbIX (manee — CYB/]) o6iiero moap30BaHUS U CIIPaBOYHO-
MH(POPMALIMOHHBIX CUCTeM 0011[ero UCI0/Ib30BaHMUS;

— pabourie KOMMU yCTAHOBOYHBIX KOMITOHEHTOB IPOrPaMMHOT0 obecrieueHus 0011[ero
Ha3HaueHUs] W CIelyaJM3MPOBAHHOTO TIPOrPaMMHOTO OOecrieueHHst CepBepoB U
paboumux CTaHLuM;

— wuHpopMarus, HeoOXoAuMasi /il BOCCTAaHOB/IEHWS CHUCTeM yIipaBiieHusi Oa3amu
Janabix WCII[AH, noKanbHOW BBIYUC/IATETBHOM CeTH, CHUCTEMbl 3JIEKTPOHHOIO
JIOKyMeHT0000pOTa;

—  perucrpanoHHas MH($OpMaLYs CUCTeM 3alllUThl MH(pOPMaLWY;

— ppyras uH@opmauus WCII[JH, 1Mo MHeHMIO To/b30BaTesel, aJMUHHCTPaTOPOB
WCII[H 1 oTBeTCTBeHHOTO 3a obecrieueHre 6e30MacHOCTU MEePCOHANBHBIX JAaHHBIX
(manee — TI1du) B UCIIH, sBAsIOIIascs KPUTHUHOW [ paboOTOCTIOCOOHOCTH
NCITOR.

2.6. Hacrosumas VHCTpyKLMs SIBASIeTCS [AOIOJIHEHWEM K [eHCTBYIOIIHMM JIOKaabHbIM
HOPMATHBHBIM akTaM (BHYTPEHHUM [OKyMeHTaM) IO BompocaMm obecrieueHusi 6e30macHOCTU
CBe/leHUil KOH(UJEHLMa/JbHOIO XapakTepa, B ToM uucie U IIJJH, W He UCKIIOUaeT
00s13aTe/IbHOTO BBITIO/THEHUST UX TpeboBaHUM.

3. OOupme Tpe0oBaHHs K Pe3ePBHOMY KOIHPOBAHHIO

3.1. B VHcTpyKUMH pe3epBHOrO KOMMPOBaHHWSI OMUCHIBAIOTCS J€MCTBUS NIPY BLIMIOJTHEHUU
C/1eyIOIX MepONpUSTHM:

— pesepBHOe KOIKWpPOBaHMEe C yKa3aHWeM KOHKDeTHbIX pe3epBUPYeMBIX [aHHbIX M
anrapaTHbIX Cpe/iCTB (B C/iydae He0OXOUMOCTH);

—  KOHTPOJIb pe3epBHOr0 KOIIUPOBaHUS;

—  XpaHeHWe pe3epBHBIX KOIU;

—  TIOJIHOEe WJIM YaCTUYHOe BOCCTAaHOBJ/IEHUE [JaHHBIX.

4. OTBeTCTBEHHOCTH 3a COCTOSIHHME Pe3epPBHOI0 KONMPOBaHUSA

4.1. OTBeTCTBeHHOCTb 3a KOHTPOJ/Ib HaJ| CBOeBPEMEHHbIM OCYIL|eCTB/IEHUEM pe3epBHOrO
KOTIMPOBaHUsI M COOJIFO/IEHNeM COOTBETCTBYOL[ed VIHCTPYKI[MM, a TakKe 3a BBITIOJTHEHHEM
TpeOOBaHUI TI0 XpaHEHWIO pe3epBHBIX KOIMWM M TpeAOTBpAllleHHI0 HeCaHKIIMOHUPOBAHHOTO
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JOCTyTa K HUM BO3/1araeTcsi Ha OTBeTCTBEHHOTO 3a obecrieuenue 6e3onacuoctu [1/Jn B8 UCITOH
v agmMuHucTpatopoB UCITH.

4.2. B ciyuae oOHapy)KeHHs TOTIBITOK HEeCAHKI[MOHUPOBAHHOTO [OCTYMA K HOCHUTE/SM
pe3epBHOM wHHGOpPMAIMK, a TakKXKe HWHBIX HapylleHUsx HWHPOPMAaLMOHHOW 6e30macHOCTH,
MPOM30LIEANINX B IIPOLjecce pe3epBHOTO KOIMMPOBAHUS, COOOIaeTcs OTBETCTBEHHOMY 3a
obecrieuenne Ge3zoracHoctu I[1IH B VICII[JH B TeueHue pabouero [AHs Tocjie OOHapy>KeHUs
yKa3aHHOTO COOBITHSI.

5. IleproAMUYHOCTH pe3epBHOr0 KONMPOBAHHUSA

5.1. Pe3epBHOe KOIUPOBAaHWE CIEIMATM3MPOBAHHOTO IPOTPaMMHOTO  obecrieyeHust
MIPOM3BOJUTCSI TPU €ro TMoay4YeHUH (ecid S5TO TMpeAyCMOTPEHO WHCTPYKLMEN I0 ero
NIPUMEHEHUI0 U He IIPOTUBOPEUYMUT YCJIOBUSIM €ro PpaclpoCTpaHeHMs)), a TakKe IIPU €ero
00OHOBJIEHUH U TIOJTyUeHUH UCTIPaBIeHHbIX U 0OHOB/IEHHBIX BEPCUH.

5.2. Vudopmanus, copepxkamiascs B TOCTOSHHO UW3MEHSIeMbIX 0a3ax /IaHHBIX,
COXpaHsieTCs B COOTBETCTBUU CO C/Ie/IYIOIIUM rPaQUKOM:

—  eXeJJHEeBHO TIPOBOJUTCS KOMUPOBaHWe M3MEHEHHOW U J0MOJHEeHHOW WMH(opMalyn
(HocuTenu ¢ exxefiHeBHOU MH(MOpPMalIvel J0/DKHBI XPAHUTLCS B TeUeHUe HeZlesn);

—  eXKeHeJleJIbHO TMPOBOJAUTCSI pe3epBHOe KOTIMPOBaHUe Bceld 6a3bl JaHHBIX (HOCHUTENH C
eXeHeJ|elTbHbIMU KOMUSIMU XPaHSTCS B TeUeHHe MecsLia);

—  eXeMeCSIYHO NPOM3BOJUTCS pe3epBHOe KOMMPOBAaHWe Ha CIleLanbHO Bble/IeHHBIN
HOCUTE/Tb IJTUTE/IbHOTO XpaHeHUs, MH(OpMaLysi Ha KOTOPOM XPaHUTCS IIOCTOSIHHO.

5.3. He pexe ofHOro pasa B roj, Ha HOCUTE/IU [JIUTEJbHOIO XPaHeHHWs 3allvChIBaeTCs
vHpOpMaIyisi, He OTHOCSL[asiCs K TIOCTOSSHHO W3MeHsieMbIM 0a3aM JaHHbIX (TIpUKa3bl,
pacropspKeHYs, OTKPbIThbIe U3JaHUs U T.J.).

6. BoccraHoBieHne HH(popMaLMy U3 pe3epBHBIX KONUMI

6.1. B ciyuae HeoOXOAWMOCTH, BOCCTAaHOBJIEHHWE [AHHBIX W3 pe3epBHBIX KOIHUi
MTPOU3BOJUTCS OTBETCTBEHHBIMUA PabOTHUKAMH.

6.2. BoccTraHOBieHWe [JaHHBIX W3 pe3epPBHBIX KOMWW TPOMCXOJAUT B C/lyyae ee
HCUe3HOBEHUsI WIA HapylleHus BCJ/e[CTBHe HeCaHKLJMOHUPOBAHHOIO [JOCTylla B CHUCTEMY,
BO3/IeliCTBUSI BUPYCOB, MPOrPaMMHBIX OLIMOOK, OIMO0K pabOTHHUKOB U armapaTHbIX COOeB.

6.3. BoccraHoB/eHHe CHCTEMHOTO IIPOTPaMMHOTO oOecrieueHWss W TPOrPaMMHOTO
obecrieueHust 0OIero Ha3HaueHWsi TIPOM3BOJUTCS C WX HOCUTeNel B COOTBETCTBUU C
VHCTPYKLIASIMUA [TPOU3BOJUTEIS.

6.4. BoccraHosneHue CrieLaIu3upoBaHHOI O IIPOrpaMMHOI'0 obecrieueHust
MIPOU3BOAUTCS C AUCTPUOYTUBHBIX HOCUTENIEM WM WX pe3epBHBIX KOMHM B COOTBETCTBUU C
WHCTPYKLIMSIMU T10 YCTaHOBKE WJIM BOCCTAHOBJIEHMIO JJAHHOTO MPOrPaMMHOT0 0becrieueHus!.

6.5. BoccraHoBneHnue nHMOpMaIvu, He OTHOCSIIENCS K TIOCTOSIHHO W3MEeHsIeMbIM 0Oa3am
JlaHHBIX, TIPOU3BOJIUTCSI C pe3epBHbIX HocuTeseil. [Ipu 3TOM HCMONb3yeTcss MOC/eAHsIsT KOMUs
vH(bOpMaLUH.

6.6. Tlpy uacTUUHOM HapyllleHWM WM MCUe3HOBEHWH 3amuceidd 06a3  J@HHBIX
BOCCTaHOBJ/IEHWE TIPOM3BOJUTCSA C MOC/IeJHEN HeHapyLIeHHOW eXeJHeBHOM Komuu. I1omHoCThro
vH(popMallMs BOCCTaHAB/IMBAeTCsl C TIOC/e[HeN eXeHelelbHOM KOMWM, KOTopasi 3aTreM
JIOTIOJTHSIETCS e)KeZJHeBHbIMY YaCTUYHBIMY Pe3ePBHBIMU KOIUSIMM.

7. CpoOK eMCTBUA U MOPA/0K BHECeHNsI H3MEeHeHUH

7.1. Hacrosmasa VHCTpyKLMS BCTyIaeT B CUJIy C MOMEHTA ee YTBepKJeHUs U [JeMCTByeT
6eccpouHo.

7.2. Hacrosias NHCTpYKLUS TIOJIEXKUT TTIepeCMOTPY He pexke OJHOr0 pas3a B TPU roa.

7.3. V3meHeHVss ¥ [OTIOJIHEHUSI B HACTOALYI0 MHCTPYKLMIO BHOCATCSA IIPUKa30M
[dupekTopa YupexaeHus.
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ITpunoxxenue 5
K nipukasy MAIOY «[letckuii cag Ne 25»
oT 15.08.2022 Ne 5-10

IIOPANOK
oOpaieHus C0 CheMHbIMHM MAallIMHHBIMH HOCUTE/ISIMH MEPCOHA/TBHBIX AaHHBIX
B MAZ10OY «Jetckuii cag Ne 25»
1. TepmuHBI U onIpefe/IeHUsA

NHudopmaliioHHasi cucTema MepcoHanbHbIX [JaHHBIX — COBOKYITHOCThH COZEp)Kall{iXcsl B
0a3ax JaHHBIX MMEPCOHA/BLHBIX JAaHHBIX M 00eCTeurBarIUX UX 00pab0TKy WH(OPMAaIMOHHBIX
TeXHOJIOTHM U TeXHUUECKUX CPe/ICTB;

CbeMHBIM MaIllMHHBIA HOCUTE/Ib [ePCOHANbHBIX [JAHHBIX — CMEHHBIM HOCUTE/b
MepCOHA/IbHBIX JAHHBIX, MpeJHa3HAaUeHHbIN /I 3allMCU U CUUTHIBAHUS NePCOHANbHBIX JaHHbIX,
Mpe/CTaB/IeHHbIX B CTaHJAPTHBIX KOZJAX;

O6paboTka mepcoHaNbHBIX JJaHHBIX — Jit0Ooe JeiicTBUe (orepalysi) WiId COBOKYITHOCTh
nercTBuid (oreparuii), COBepIaeMbIX C HCIOIh30BAaHUEM CPEeZICTB aBTOMAaTH3al[uk Wiu 0Oe3
WCTIONb30BaHUSI TaKWX CPEeJCTB C TepCOHa/JIbHBIMUA [lJaHHBIMM, BK/IOUas cOOp, 3aruch,
cucTeMaTU3alliio, HaKOTIeHWe, XpaHeHre, yTouHeHre (0OHOB/IeHHe, U3MeHeHue), U3BJieueHue,
WCTI0/Ib30BaHKe, Tiepesiauy (pacrpocTpaHeHuWe, TIpefOCTaB/IeHHe, [0CTyI), o0e3nnurBaHMe,
6/10KMpOBaHKe, yaneHre, YHUUTOKeHre TIepCOHa/IbHBIX IaHHbBIX;

[TepcoHanbHbBIe JaHHBIE — JIF00asi WH(MOPMAIIHS], OTHOCSIIASICS K TIPSIMO WJIH KOCBEHHO
oripe/ieJIeHHOMY WU/IH oripeieisieMoMy Gu3ndecKkoMy ULy (CyObeKTy repcoHa/bHBIX JaHHbIX);

CpefcTBo  3amuThl  WHGOPMAlIMM — TIpOrpaMMHOe obecrieueHWe, TPOrPaMMHO-
anrapatHoe  o0ecrieyeHue, anmapaTHoe  ofecrieyeHuWe, BeIleCTBO WM  Marepuar,
ripe/iHa3Haue€HHOe W/IM UCTIO/Ib3yeMoe [I/isl 3alliUThl UH(pOpMaI1K.

2. OOmpe MoJI0KeHus

2.1. Hacrosmuii Tlopsimok oOpallieHusi CO CbeMHBIMH MAITUHHBIMA  HOCUTEISIMU
nepcoHanbHbIX AaHHBIX B MAIOY «[etrckuii cag Ne 25» (manee — IMopsimok), pa3paboTaH B
COOTBETCTBUU C 3aKOHOZATe/bCTBOM Poccuiickont defepaniuy 0 epCcoOHa/bHbBIX [JaHHBIX (fanee
— I11H) ¥ HOpMaTUBHO-METOAUUECKUMHU JOKYMEHTaMU (pe/iepa/ibHbIX OPraHOB MCIOJTHUTE/bHOU
BJIaCTH TI0 BompocaM Oe3oracHoct TI/IH mpu mx o06paboTke B WHGOPMAIMOHHBIX CHUCTEMAaX
TepCOHa/IbHBIX aHHbIX (Janee — ICITAH).

2.2. Hacrosiui [Topsaok onpesensier:

— TmpaBuWsia oOpalleHusi CO CbeMHBbIMU MAaIllIMHHBIMU HOCUTE/ISIMHA UH(OPMaL[iK, B TOM

yucne u [1Jx (nanee — CMHN);

— nopsaAok opraHusaumu yuera CMHUY;

— nopsaaok yHuutokeHuss CMHMU.

2.3. Ilomz CMHU B HactosmeM [lopsifke TOHMMAKOTCA C/IeAYIOLIHME HOCUTEH
vH(bOopMaL1u:

— onTuyeckue aucku (CD, DVD) ogHOKpaTHOM U MHOTOKPaTHOM 3aIiCH;

—  5JIeKTPOHHBIE HaKoMUTenu nHpopMauuu (¢as1I-naMaTh, CbeMHbIE )KeCTKUe JUCKH);

—  VHble HOCUTEeIU UH(OPMaLIUH.

2.4. TpeboBanusi Hacrosiero Ilopsiika sIB/IsIIOTCS 00si3aTe/NbHBIMU [I/ISI WCTIOJTHEHHs
Bcemu pabotHuKamMu MAJIOY «[letckuii cag Ne 25» (manee — YupexaeHue), UCTIOb3YIOIAMU
B CcBOei pabote CMHIU.

2.5. Bce pabotHuku YupexxaeHus, ucronb3ytoie CMHU, 10/KHBI ObITh 03HAKOMJIEHBI
¢ TpeboBaHUAMH HacTOSLUM [TOpSAAKOM 1O/ TIOATUCE.

2.6. Hacrosqui Ilopsfok sBAseTcss [OMOJHEHWEM K IeUCTBYHOIIUM JIOKA/JbHbIM
HOPMATHBHBIM akTaM (BHYTPEHHUM [OKyMeHTaM) IO BompocaMm obecrieueHusi 6e30macHOCTU
CBeZleHUM KOH(U/IeHI[Ma/IbHOTO XapakTepa, B ToM uucie W II/JH, U He WUCKIIOYaeT
00s13aTe/IbHOTO BBITIO/THEHUST UX TpeboBaHUM.
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3. IlpaBua oOpaieHus CO ChéeMHBIMU MAIIMHHBIMHM HOCUTE/ISIMH IE€PCOHA/TBHBIX
AAQHHBIX

3.1. O6pamenne co CMHU [o/mKHO OCYLIECTB/SeTCS TakKuM 00pa3oM, uTOObI
VICKJTIOYAJ/IMCh X yTpaTa, opua U HeCaHKLIMOHMPOBaHHBIN JOCTYN K HUM ITOCTOPOHHUX JIWL].

3.2. TIpu obpaierru co CMHU, BLIMOMHSAIOTCS C/IeyIOIIe OCHOBHBIE TTPABUIa:

— CMHM/ y4uThIBarOTCS Y BbIAAKOTCS MO/ MO/IHCH;

— CMHU, cpok 3kcrulyaTald KOTOPBIX MUCTeK, YHUUTOXAKTCS B YCTaHOBIEHHOM
TIOps/IKe;

— pmaa BeiHOca CMHWM  3a mpeziensl KOHTPOIMPYEMOW 30HBI,  3arpalivBaeTcs
crieliasbHOe pa3pellieHre y OTBeTCTBEHHOTO 3a obecrieueHue Oe3oracHocTH [1/]H B
UCIIOH (nanee — OTBeTCTBeHHbIN), a PakT BbIHOCA (PUKCUPYETCS;

— mnpaBo Ha nepemeljenue CMHMU 3a npefjenibl KOHTPOIUPYEMOM 30HBI, UMEIOT TOBKO
Te JMIja, KOTOPbIM OHO HeoOXOAWMO [/Isi BBITIOJTHEHHSI CBOUX [JOJDKHOCTHBIX
obs13aHHOCTEH ((hyHKIMN);

— Bce CMHU pomkHbl XpaHUTCA B celiax (MeTa/uiMueckux —Ikadax),
000py/J0BaHHBIX BHYTPEHHUMHU 3aMKaMU C BYMsi UM Oosee AybavkaTamMy Kirouei
U TIPUCTIOCOOJIEHHBIMU [I/IsI OTeuaThbIBAHUS 3aMOUHBIX CKBa)KHH WM KO/IOBBIMU
3aMKaMu;

— pomyckaercs xpaHeHne CMHU BHe ceiidoB (MeTa/yinueckux 1IKadoB) TIpu
yC/IoBUsIX ~ yHUUTOXKeHust (ctupanusi) IIJH u  ocTtatrouHodt  uHGoOpMaluu
(vH@opMalMM, KOTOPYI0O MOXXHO BOCCTAaHOBUTH TMOC/e YZaleHHs C TOMOILLbIO
HEeLITAaTHBIX CPeJCTB U METOZO0B) C MCII0/Ib30BAaHWEM Cpe/CTB CTMPaHMs JaHHBIX U
OCTaTOYHOM WH(popMaluy, JUb0 ecd Ha CbeMHOM MallMHHOM Hocutese I1/IH
xpaHsATca ToibKO II/IH B 3aliM@poBaHHOM BHJEe C HCIOIb30BAaHHWEM Cpe/iCTB
KpUITTorpaduueckoi 3aiuTbl MHPOpPMaLUU.

3.3. CMHMU pomkeH UCMO/IB30BaThCS, He Oosiee CPOKa IKCIUTyaTalldH, YCTaHOBIEHHOTO
V3rOTOBUTEJIeM MaTepraJbHOIO HOCUTEIS.

4. Ilopsgok XpaHeHHUS U yuyeTa CbeMHbIX MAIIMHHBIX HOCUTE/IeH MepCOHA/TbHBIX JaHHBIX

4.1. CMHMN, pomkHBI UMETh CIelUaabHYI0 MapKUPOBKY. THIT MapKUPOBKU BBIOMpaETCs
OTBeTCTBeHHBIM.

4.2. Bce wHaxoasmuecs Ha XpaHeHMM U B oOpamiennn CMHUM  yuuThIBarOTCS
OTtBeTcTBeHHBIM B «2KypHasie yueTa CbeMHBIX MAlIMHHBIX HOCUTE/eN MepCOHA/bHbBIX [JaHHBIX B
MALOY «[etckuii cag Ne 25», popMa KOTOpPOro ycTaHoB/ieHa B [IpuioxkeHnu 1 K HacTosiemMmy
[Topsaaky.

4.3. B Hepabouee BpeMsi U Bpemsi OTCYTCTBUs HeOOXOAMMOCTH HcIosib3oBaHus [1/1H
CMHMU pomkHbl XpaHUTLCA B XpaHunuiax CMHU.

4.4. TlepeueHb XpaHWUI orpefenseTcsi B «KypHase yueTa XpaHWIHUIL HOCHUTeseu
repcoHanbHbIX aHHbIX B MAJIOY «Jletckuu cag Ne 25».

4.5. Tlonb3oBarenu Ajisg BbimoaHeHUs pabot nosyuaror CMHU y OTtBetcTBeHHOTrO. I1pn
MOYyYeHUH [1e/lal0TC COOTBETCTBYHOIME 3anucu B «KypHase ydeTa CbeMHBIX MAalMHHbBIX
HOCHTesIel nepcoHaabHbIX AaHHbIX B MAZIOY «/leTckuii caz Ne 25x».

5. TIlopsAAoK yHUYTO)KeHUS] CbeMHbBIX MAallIMHHBIX HOCHTe/Ied MePCOHA/IbHBIX JaHHBIX

5.1. YHuuroxenue [1[IH TpOU3BOAUTCS TOBKO B C/IEYIOLLIUX C/Iydasix:

— oOpabateiBaembie TI/JH TOf/Ie)KaT YHUUTOXKEHUIO /MO0 00€3/MUMBAaHUIO  TIO
JOCTIKeHWH 1eneli 0o0pabOTKM WM B C/Iydae yTpaThl HEOOXOAWMOCTH B
JOCTV)KEHUH 3THX LieJiel, ecid MHOe He TIpelyCMOTPeHO ¢eZiepanbHbIM 3aKOHOM;

— II[JH sBASIFOTCA HE3aKOHHO TIOJIyYeHHBIMH WM He SIBJISIFOTCS HeOOXOAWMBIMH [Jist
3asiBIEHHOM 1jesi 00paboTKY;

— B CJyyae BbIsIBJIeHUs HerpaBomepHou o6pabotku I1/JH, ecmu obecrieunTthb
TIpaBOMepHOCTL 00paboTKu I1/JH HEBO3MOIKHO;

— B CJIyYae IOCTIKeHUs 1iesi 06paboTku [1/1H;



21

— B c1ydae ot3biBa cyowrekToM I1/JH cornacust Ha 06paboTky ero I1/JH u B ciydae,
ecsiu coxpaHenue [1/]H 6osee He TpebyeTcs Ayist 1iesieit o6pabotku T1/IH.

5.2. CMHWN, npuilefmuve B HEroJHOCTb WM OTCIY)KHBILME YCTAaHOBJIEHHBIA CpOK,
T10//1e’KaT YHUUTOXKEeHUIO.

5.3. Yuuuroxenne CMHW ocyilecTBiasieTcss  KOMMCCHEH 1O YHUUTOXKEHMUIO,
Ha3HaueHHOMU NpUKa3oM /JyupekTopa YupexeHus.

5.4. Tlpu yauurtoxkenuu CMHU Heob6Xoaumo:

—  ybeautbcs B HeoOXoqumMocTH yHUUTOXeHuss CMHU;

— y0emuTbCcs B TOM, 4YTO YHHYTOXKAIOTCS TOMBKO Ta WHGOpPMaLUs, KOTopas
TipeiHa3HauyeHa /1Jis1 YHUUTOKeHNs;

— yanutoxutb CMHU mopxopsammM crnocoboM, B COOTBETCTBUM C HACTOSIIIUM
[MopsigkoM wmm criocoboM, yKa3aHHBIM B COOTBETCTBYIOIIEM TpeOOBaHWK WIH
pacropsiUuTe/IbHOM [JOKYMEHTe.

5.5. TIpu yanuroxxennu CMHU npuMeHSIFOTCS Cie[yOIIHe CITIOCOObI:

— u3MenbueHue B OymaropesaTenbHON (OymMaroyHHWUTOXXKUTE/NbHOW) MallldHe — Jisi
JIOKYMEHTOB, UCTIOJTHEHHBIX Ha Oymare;

— TUlaTeJlbHOEe BbIMapbiBaHWe (C TMPOBEPKOM TIIATEJIbHOCTA  BbIMapbIBaHUS)
vHbOpMalvY, TOAJeXXalled YHUUTOXKEeHUIO — [l COXPaHeHWs BO3MOYKHOCTH
00paboTKM MHBIX JAHHBIX, 3aPMKCUPOBAHHBIX B JOKYMEHTe;

— u3Me/bUeHHe B CIlella/lbHOW MYyJIbTHpe3aTelbHOM  (MY/IbTUYHUUYTOXXUTETBHOM)
MallliHe WK (pu3nueckoe yHUUTOXKeHUe (pa3pylleHue) HocuTesell MHpopMaluy —
ansi CMHMU Ha onTHUeCcKUX JUCKax;

—  (usuueckoe yHnutoxxeHue yacteii CMHU — paspyiieHne uau cuiabHas gegopmarus
— A/ HocuTenell MHGOpPMaLMKM Ha >XECTKOM MarHUTHOM JWCKe (YHUUTOXXEeHUIO
Mo/ijie)kaT BHYTpPeHHMe AUCKM W MuKpocxeMbl); SSD-auckax, USB- u Flash-
HOCUTeJISIX (YHUUTOXXEHUWIO TOJJIeXaT MOJY/IA U MHUKDPOCXeMbl J0ITOBPeMEeHHON
NaMsITH);

—  CTUpaHue C MOMOIIbI0 CePTU(PULIMPOBAaHHBIX CPE/ICTB YHUUTOXKeHUs] UH()OpPMaLIUU —
JUTs1 3aTHcelt B 6a3ax JAHHBIX U OT/Ie/IbHBIX JOKYMEHTOB Ha MallliHHOM HOCHTeJIe.

5.6. Tlo pesynbratam yHuuTo)keHus CMHWM komuccueid cocraBisieTcss  «AKT
YHUUTOXKEHHSI CheMHBbIX MallMHHBIX HOCHTe/Ieli TMepCOHaNbHbIX [aHHbIX», (pOpMa KOTOPOTO
ycTtaHoBsieHa B IIpunoxkenuu 2 K HactosieMy ITopsaky.

6. OTBeTCTBeHHOCThH

6.1. OTBeTCTBeHHBIM 3a xpaHeHUe, yueT U Bbljlauy CMHU, siBnisieTcss OTBeTCTBEHHBIM.

6.2. Bce pabotHuku YupexxzaeHus, ucronb3yiomye CMHU u OTBeTCTBEHHBIM HECYT
OTBETCTBEHHOCTb 3a HeHajyiexalllee KCIIO/JHEeHWe WM HeWCIIoJHeHHe CBOUX 00s3aHHOCTeM,
NpelyCMOTpPeHHbIX HacrosmyM Ilopsakom, B Ipefenax, OIpefie/leHHbIX [eMCTBYOLUM
3aKOHO/laTe/IbCTBOM Poccuiickoit ®denepanyu. 3a HecobJTrofieHre TpebGoBaHMiA
3akoHozarenbcTBa Poccuiickon @ezsepanuu  NpefAycMOTpeHa Tpak[aHCKas, YroJIOBHaf,
aZIMUHMCTpaTUBHas, JUCLAII/IMHAPHAs OTBETCTBEHHOCTD.

7. CpoOK /1eCTBHUS U NOPSJ0K BHeCeHUs1 H3MeHeHNH

7.1. Hacrosmuii ITopsiiok BCTynaeT B CH/Iy C MOMEHTA €ro YTBEP)KAEHUS U [eCTByeT
GeccpouHo.

7.2. Hacrosmuii [TopsoK moJ/ie;xuT nepecMOTpy He peke OJJHOTO pasa B TpU roja.

7.3. W3meHeHus u fomnosiHeHUs B Hactosimuu [lopsimok BHOCSTCS npukasom JlupekTopa
YupexneHnus.
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[Ipunosxenne 1
K MOPSIIKY 00palljeHursi CO CheMHBIMU

MallMHHBIMU HOCUTEJISIMU [1ePCOHA/bHBIX
naHHbeIX B MAZIOY «[leTckuii caz Ne 25»

D®OPMA

JKypHan y4yeTa CbeMHBIX MAallIMHHBIX HOCUTe/1eH NepCOHATbHBIX JJaHHbBIX
B MAZ1OY «Jderckuii cag Ne 25»

N Howmep Pacnimcka B nonyueHun [Topmuice [ara u HOmep
[} - o
Tun HOCHTe NS (cepuiiHBIA/ OTBETCTBEHHOI'0 Mecto xpaHeHus [Iprmeuanne aKkTa
/n . OUO [Hata IMoamnuce
VHBEHTAapHBIN) JIMLIA YHUUTOXXEHUS
1 2 3 4 5 6 7 8 9 10
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[Tpunosxenue 2

K TIOPsAAKY 00paltieHus CO CbeMHBIMU
MaIllMHHBIMU HOCUTEJISIMU T1epCOHA/IBHBIX
naHHeIX B MAZIOY «[leTckuii cag Ne 25»

D®OPMA
AKT

«__» 20 r. Ne

06 YHHUUTOXXEHWU CbeMHBIX MallIMHHBIX
HocuTenei TMepCOHAa/JIbHBIX JaHHBIX

Komuccus B cocrase:
IIpencenaress:

Y/ieHbl KOMUCCUU:
1.
2.
3.
COCTaBW/IM HAaCTOALMM aKT O TOM, UTO B pe3yJ/bTaTe IIPOBeJEHHOM 3KCIIePTHOM OL|eHKU
TI0//1e)KaT YHUUYTOKEHUI0 CJIeyIollye ChbeMHble MalllMHHbIe HOCUTe/IU [IepCOHA/IbHBIX JaHHbIX:

N [lata okoHUaHMsI CpoKa 00paboTKH YueTHbIV HOMEP CbeMHOTO HOCHUTEIS WJTH
o
i 3a(MKCUPOBAHHBIX HA HOCHTEJe HavMeHOBaHUe TEXHUYECKOTO CPe/ICTBa, Ha [TpumeyaHue
TIepCOHAJIbHBIX JJAHHBIX KOTOPOM YHUYTOKAKOTCSI (haiisibl
1 2 3 4

Bcero cbeMHBIX HOCUTeNeM

(uucpamMu ¥ MPOIMUCHIO)
Hepqu/IC]'[eHHLIe Cbe€MHbIE€ HOCHUTE/IM YHUUTOXXEHBI ITyTeM

(MEXaHI/IqECKOFO YHUUTOXEHUS, COKUT'aHUS, pa3pe3aHus, r/:[(‘I‘(i.)Oll)MI/I]:)OBE:IHI/IH n T.l'[.)

[Ipencenaress:

YieHbI KOMUCCUU:




JINCT O3HAKOMJIEHUA

c nprkazoM MAJIOY «Zetckuii cag Ne 25» ot 15.08.2022 Ne 5-10

«O06 yTBep)K/IEHUM UHCTPYKIIMH TI0 3aIIUTe TIePCOHATbHBIX IaHHBIX»

1_1[\/1;'; Damunvs UM 0OTYECTBO JoikHoCTh 03Ha1'?0{§;eﬂm{ Ioamnuch
1 « _»_ 20__r.
2 « __»___ 20T
3 « __»___ 20T
4 « _»__20__r.
5 « _»__20__r.
6 « _»__20__r.
7 « __»___ 20T
8 « __»___ 20T
9 « _»_20__r.
10 « _»__20__r.
11 « _»_20__r.
12 « __»__20__r.
13 « __»__20__r.
14 « _»_20__r.
15 « _»_20__r.
16 « __»__20__r.
17 « __»___ 20T
18 « __»___ 20T
19 « _»_20__r.
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« __»___20_r.
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